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This report shows a coordinated attempt, using a mix of fake, real and stolen social media
accounts, to distort international perceptions on significant issues, elevate China's reputation
amongst its supporters, and discredit claims critical of the Chinese Government.

The narratives amplified by the accounts are similar to those promoted by Chinese Government
officials and China state-linked media.

This report analyses the tactics, techniques and narratives of pro-China networks and how they
are used to disseminate digital propaganda on western social media networks.
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Executive summary

A coordinated influence operation on Twitter, Facebook and YouTube is using a mix of fake and
repurposed accounts to push pro-China narratives and distort perceptions on important issues.

The network targets significant subjects such as US gun laws, COVID-19, human rights' abuses in
Xinjiang, overseas conflicts and racial discrimination in a bid to inflame tensions, deny remarks
critical of China, and target western governments. The content was posted in English and Chinese.

The narratives seen in this influence operation have similarities to content seen on the accounts
of Chinese Government representatives and China state-linked media, however this is not an
indication of attribution.

Pro-China influence operations have maintained a consistent presence on western social media
platforms with early operations being identified as far back as April 2017. These operations offer
an insight into the tactics, narratives and targets of information campaigns waged to elevate
China's status, and discredit opponents at the political and individual level.

This influence operation has similar hallmarks to networks that were taken down by social media
platforms in the past. It is likely that this operation is a continuation of those past efforts.

The accounts identified in this influence operation on Twitter used a mix of StyleGAN machine-
learning generated images as profile pictures and relied on a much larger network of accounts
using more authentic appearing images, anime images and repurposed accounts.

On Facebook and YouTube, many of the accounts appeared to be repurposed as well. There was
evidence of previous authentic-appearing ownership of the accounts indicating that at some
point there was a change of ownership, either through a takeover from password dumps or a
purchase from a seller of stolen accounts.

By conducting a manual review of many of the accounts across all platforms, we estimate
there are between 300-500 accounts on Twitter, 40-55 accounts and pages on Facebook and
12 accounts on YouTube.

Why is this report important?

This research is evidence of a deliberate effort to distort international perceptions on significant
issues.

In this case, the perceptions are in favour of China. If we value the ability to have open and honest
discussions and develop informed opinions on social media, then understanding who is trying to
influence us, and how, is important.


https://www.aspi.org.au/report/tweeting-through-great-firewall
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About this report

This report is based on publicly available information. While the evidence is used to identify
narratives, tactics, and techniques, attribution remains with the social media platforms with
access to significantly more data than external researchers.

This report does not intend to overstate the network's impact. The network is spread across
multiple platforms, and artificially boosts its own content. While there are verified state-linked
accounts sharing similar content, this report focuses on the inauthentic behaviour of the
influence operation, and its content.

In assessment of potential links, actors and origins of the networks seen in this report, we do not
have strong attribution signals. It should be noted that in some cases, elements of the network
may be the result of third parties providing services used by actors for amplification.

China and influence operations

Pro-China propaganda networks have been exposed in the past by research groups working in
the influence operations research field. Much of that reporting has been reported off the back of
takedowns by social media platforms.

Past reporting from Graphika has termed similar pro-China propaganda networks as
‘Spamouflage Dragon'. Notable reports on the Spamouflage Dragon networks were from 2019,
2020 and 2021. The Australian Strategic Public Policy Institute (ASPI) also covered pro-China
networks in 2020, as well as Stanford 10 in 2020, and Bellingcat in 2020.

Common tactics that overlap between past influence operations and this one are:

e The use of text-heavy images on Twitter

e The presence of repurposed accounts from previous owners that never posted in Chinese or
about any political issues but now appear to only communicate in Chinese and post about
western news and pro-China content

e The use of pro-China anti-west sentiment, and

e The tactic of using accounts only for sharing content, and others only for posting

The content of the social media posts seen in this influence operation and those promoted by
China state officials and state media is very similar. The areas of crossover are on topics such as
denial of human rights abuses in Xinjiang, connecting issues of gun violence and human rights in
the US, targeting discrimination in the US and speculation over the US handling of COVID-19
issues.



https://www.graphika.com/
https://www.graphika.com/reports/spamouflage/
https://www.graphika.com/reports/return-of-the-spamouflage-dragon-1/
https://www.graphika.com/reports/spamouflage-breakout/
https://www.aspi.org.au/report/retweeting-through-great-firewall
https://fsi-live.s3.us-west-1.amazonaws.com/s3fs-public/sio-china_story_white_paper-final.pdf
https://www.bellingcat.com/news/2020/05/05/uncovering-a-pro-chinese-government-information-operation-on-twitter-and-facebook-analysis-of-the-milesguo-bot-network/
https://twitter.com/zlj517/status/1376311041446047748?s=20
https://www.globaltimes.cn/content/1090293.shtml
https://twitter.com/XHNews/status/1374638440474570756?s=20
https://www.fmprc.gov.cn/mfa_eng/xwfw_665399/s2510_665401/t1872887.shtml
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Removal of these networks is often publicised by social media platforms in transparency reports;
they show examples of content shared in past networks and how it was shared. For example, in
2019, Twitter announced the takedown of a pro-China information operation ‘attempting to sow
political discord in Hong Kong'.

Facebook also announced takedowns in 2019 of accounts that originated in China and focused
on Hong Kong.

While there are similarities with past networks that have been identified by research groups and
have been removed by social media platforms, this research does not intend to attribute this
network; the platforms will inevitably have more data to make a more informed attribution.

Methodology

Collection

Data was collected from social media platforms for the purposes of this report through both API
access and manual social media search techniques.

The search for the content started with the identification of specific hashtags that have been
targeted by pro-China influence operations in the past.

The research started with three main hashtags of simplified terms;

o #&F# (Hong Kong)
o #ZE[E (United States), and
o #EBX 3 (Guo Wengui)

Those hashtags were used to collect data from Twitter via the platform's API. The hashtags were
used in tweets with either Chinese or English text. Where Chinese text was present, auto-
translate features were used to analyse tweet content.

After collecting data for a period of one month, the data was processed and cleaned. This
facilitated the visualisation of the network via Gephi - a data visualisation platform.


https://blog.twitter.com/en_us/topics/company/2019/information_operations_directed_at_Hong_Kong.html
https://about.fb.com/news/2019/08/removing-cib-china/
https://twitter.com/search?q=%23%E9%A6%99%E6%B8%AF
https://twitter.com/search?q=%23%E7%BE%8E%E5%9B%BD
https://twitter.com/search?q=%23%E9%83%AD%E6%96%87%E8%B4%B5
https://twitter.com/search?q=%23%E9%83%AD%E6%96%87%E8%B4%B5
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That network of those hashtags was visualised as is, below.

This data visualisation represents the whole of Twitter's activity under the three associated
hashtags.

In the visualisation there are small dots which are referred to as nodes; they are the accounts
that posted about those hashtags during the collection process. The lines between them, seen
in red, are where interactions were strong, such as humerous mentions or retweets between
accounts.

This visualisation itself does not represent the whole network in this report. Rather, it shows all
of the network discussion around the three hashtags. This network visualisation is useful as it
allows the research to be shaped and then further investigated to identify signs of possible
automated accounts and the links they might have with other accounts.
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During our research, we found there was automation of accounts that posted anti-Chinese
Government posts. These are discussed at a later stage in this report. However, it does indicate
that by collecting the whole discussion around specific subjects, varying findings can be made.

After the larger visualisation of the data was complete, further analysis of the individual groups
of accounts (known as clusters) was performed to check their ‘status” as to whether they were
part of a coordinated influence network, whether they were using the same text, or if they were
normal human user accounts having a legitimate public discussion on content around the three
hashtags.

In determining an account's status, some indicators were looked at for each account, such as:

e What was the activity of the account? Were they repeatedly tweeting using the same
hashtag?

¢ Was the content tweeted similar to narratives identified in other reports? Was it a human rights
denialist? Did it appear as propaganda?

¢ Did the account have a unique username? Or did it appear to have a randomly generated
Twitter handle?

o Were there personal profile specifics such as a profile picture, cover photo or bio?

e What was the age of the account? Was it recently created?

e What were the account's metrics? Did it have many followers?

¢ Did the account have a high retweet ratio? Or was it only posting content without interacting
with other content?

By following this checklist of questions to sort from authentic activity in the network to influence
campaign-linked accounts, we were able to identify clusters of accounts.

Once clusters were identified as possibly involved in the campaign, their accounts were scraped
for information such as: what they posted, who was liking their content, who they were following
and the bio, creation date and profile information.
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When identifying some of the clusters as part of the network, we were able to identify ‘batches’
of accounts that were part of the same network. This was mainly done by looking at
who retweeted content, and who liked content. An example of one of these batches can be
seen below.
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More analysis of ‘how’ those clusters operated is discussed further in the report.

After those batches were identified, the topics they were posting about or sharing was analysed,
and 'lists’ of accounts on Twitter were built to monitor the accounts.

The accounts were split into two categories in those lists:

e 'Posters’: Accounts that tweeted content and did not use any retweet or like functions. Rather,
their job was to post original content.

¢ ‘Amplifiers’: Accounts were there to retweet, like and comment on tweets made by the poster
accounts. This made the tweets from the poster accounts look legitimate in appearance with
retweets, likes and comments. Some amplifier accounts also acted as followers, giving the
poster accounts the appearance that they had legitimate follower numbers.
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Those poster and amplifier accounts were monitored for changes in tactics and the observation
of new narratives as they were introduced into the networks. Many of those new narratives were
easily identified as they came in ‘waves’ of tweets and infographics.

For example, a new set of images and text was fed into the network two days after US President
Biden's announcement to withdraw troops from Afghanistan. Tweets were uploaded with the tag
#3£E (United States). Some of the posts asked: “what did the US do in Afghanistan?” to raise
doubts about the US and its overseas operations.

“3 adelita adelisa @AdelitaAdelisa - Apr 17

tZ51E] The U.S. media asked: What did the U.S. do in Afghanistan? The
U.S. does not know

KR e EEERETHTH4? XEACHAKIE

EBABA N WA AR WIE LLA L AL TARE. Renan- ARE 22 0 erm

WA R 000 BAY . LR EMES AN AR

AR AT AFERANN B AT PR RN AT, O XN S BARAU TART S MU B \ R 0 RN ARANEEE
LRl PAXR AL, ABAE . AENLR __ AREADRRTEE S SN- 0. SuR
MRETAN, A GEANR LANENES . BRen

AENAL NEFS2 SOnESSaN AN JODSARRL CRANES L ARDSTARNE L 1N, AEINE SHNEN. REFUNERDE-ARWN
anee.

ne AERE. SANEANAT S ADGN.

CEHRARANE. NEIASUARRELEEAST. SRNET 0 LA 6L AvRue.
ATARAZOTHE. - CREANNG .
AN ARNEASANTENET 0L TE RO R AR ARUN.

RA SR LEL L LU L L B

Narrative identification

When new narratives were identified, such as the example of the overseas wars above, common
keywords were selected and were added to the API collection to capture activity on the spread
of the new narratives, as well as the existing campaigns.

After the collection of more than 4000 tweets during March and April 2021, we then focused on
looking at individual amplifier accounts and the content they had posted in the past. By doing
this, we could identify where links were made away from Twitter, such as to blogs, various news
sites and YouTube.

10
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For example, the cluster identified below shows numerous nodes (accounts) surrounding a
central node.

The central node is the poster, which in this case is account @voQ1dg6GDRT;JZD. The tweet from
the poster can be seen on the right.

The accounts surrounding poster @voQ1dg6GDRT;JZD are the amplifiers.

By following the activity of poster @voQ1dg6GDRT;jJZD, we were able to identify further topics
the accounts in the network was posting about or sharing, indicating more narratives.

#Z=%] "Some countries have aggressive DNA, yes, I'm
talking about the United States"

@"‘mm&;‘n u2lg
@gk"(oam&‘uudms
B e - oont

A7 RO AT RREE DNA, JOHE, TRISAIOE R

73 s5y2n
@qfqo.f@voqbI S _"o“ "’h
@C1l“ 'tdgl @thl]é@ hnoim

iy B
@719‘ zzlyn

@IgB

@ht Ifekfr

Cross-platform research

After the collection of keywords from Twitter, a follow-up manual search was conducted on
Facebook, Instagram and YouTube using various digital research techniques and tools.

When accounts were identified as having shared similar or same content (either through same

text, or similar infographic-style images) they were further analysed for narratives as well
as TTPs.

11
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For example, below is one of the search results for the tag #3<E (United States) on Facebook.
These posts were often the same, if not similar, to the posts identified as being amplified by the
networks through Twitter.

O ama o ® = o -+95°-

#%E

7K people are posting about this

Fgfhgh
10h-Q

#&E The U.S. Anti-China "Strategic Competition Act" has
been approved for a low proportion of national defense

RERAS “HRMEPLE" KREBSTAE

Q a2 46 Shares
oY Like (D Comment @ Share -

Trevor Philips
¥ oo

#%E Don't be afraid to suppress and insist on speaking for
China: pay tribute to these "anti-black China® foreigners

ATEERHPREA, AREEZRPENAEA

O 47 10 Comments 40 Shares

oY Like (D comment /A Share -

~ Moore Ritika
10h-@

#%E The U.S.'s severely deformed and distorted outiook on
development hurts others and hurts itself

wmnuuna

Y Like (D comment @ Share ®-

M BabulBa
® °0h @

20 Brinken warns China not to challenge the international
order: the West has not fallen yet

HWANAT NIRRT, SHERNF
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Data analysis

While there is a dependency on tools to collect, visualise and analyse the data collected in this
research, we relied on manual open-source verification of that data where possible.

The reliance upon mass data analysis tools may misidentify the level of automation of accounts,
the origin of accounts, or the legitimacy of the content those accounts produce.

One way we mitigate this is the follow-up analysis we conducted after collecting accounts
associated with specific hashtags or keywords. After collecting those accounts, we manually
investigated the accounts before assessing their role as part of a campaign, or just part of a
network communicating about a subject the campaign is targeting. We take this step to mitigate
potential risks of misidentification of automation or role as part of a network.

Privacy

During the research and identification of this influence campaign, we identified a number of
accounts that we believe were not purpose-made to serve the network, but rather were
previously owned by authentic human users.

Where necessary, in this report, we have redacted their details so as to maintain the privacy of
those unintentionally affected individuals who we suspect may be unaware their accounts are
being used as part of a pro-China propaganda campaign.

Limitations

It should be noted that this process only uses publicly available information. There are limitations
in this reporting as our research is based on a portion of the data which social media platform
investigation teams have full access to. In consideration of that, we identify what is visible and
provable through scrutiny of the data available to us and report those findings to the platforms
for their consideration. We attempt attribution where we are certain and can independently
prove elements.

Measuring impact

Assessment of the impact of this network, and others like it, are difficult given the nature of these
large, multi-account and cross-platform campaigns. However, one proven method to provide a
simple categorised indication of the impact of the network was summarised in a report detailing
a ‘Breakout Scale’ by influence operations specialist and Facebook Global Influence Operations
Threat Intelligence Lead Ben Nimmo.

13
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The Breakout Scale is a model that addresses the challenge of assessing the impact of influence
operations and disinformation. It divides influence operations into six categories indicative of
‘whether they remain on one platform or travel across multiple platforms (including traditional
media and policy debates), and whether they remain in one community or spread through many
communities’.

THE BREAKOUT SCALE

CATEGORY ONE CATEGORY TWO CATEGORY SIX
one platform, no breakout one platform, breakout OR multiple platforms, cross-medium breakout celebrity amplification policy response OR
many platforms, no multiple breakouts call for violence
breakout

We assess, given the available data and the limitations of not having access to full user data, that
this network could fall within the parameters of ‘Category Two' on the Breakout Scale, namely
due to the multiple platforms we have identified its presence on, but minimal breakout into
authentic communities. Much of this network’s content, as far as we have identified, has only
been shared by other accounts in the network with the purpose of amplifying that content.

In the network identified in this report, we estimate there to be between 300-500 accounts
on Twitter, 40-55 accounts and pages on Facebook and 12 accounts on YouTube. However,
there are limitations to the searchability of these platforms and auto-deletions that may
affect this estimation. Therefore, the actual size of the networks will be best figured by the
related platforms.

We also found that some of the accounts on Twitter and Facebook had different traits compared
to those in this network and more common of those associated with pro-China networks. \We
believe these may be either ‘bought’ accounts or accounts hired through a vendor for the
purpose of spreading campaigns. This means there may be ‘cross-network’ amplification and
may be attributable to a different actor.

14
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Part one: Multi-platform spread

The majority of the network collected in this research was found to be present on Twitter,
followed by Facebook, YouTube then Instagram (in order of count).

This does not necessarily indicate the preference of Twitter as a platform to use, as there are
other limiting factors that could explain this count such as the searchability of each of those
platforms for accounts, or other factors such as access to purchasing these accounts for the
network, or ease of creation of amplifier and poster accounts.

Repeated text and media were also identified on Facebook, Instagram and YouTube, similar to
past reporting.

The main techniques we identified that were utilised on each platform were:

¢ Twitter: Large numbers of accounts with some acting as content posters, while the majority
acted as content amplifiers. The accounts held a mix of profile images, but a noticeable trait
was the use of the StyleGAN images.

e Facebook: Use of previously human-owned accounts to spread activity, amplification
networks with a mix of repurposed and new accounts, some with StyleGAN images, to push
narratives through post and comment functions.

e YouTube: Dispersal of narratives through video content ranging from well-produced
productions to short infographic style content. Many of the accounts were identified as having
previous owners, with significant gaps in uploads and often changing from a non-English
language to Chinese after years of no activity. The comments section underneath videos were
also used as a tool for amplification of narratives by what appears to be fake accounts - some
of which also uploaded the same video content.

Twitter: Amplification rings and StyleGAN accounts

Data was collected from Twitter using the API and the following hashtags:

e #Z%E[E - (United States)
o #EPX 5T - (Guo Wengui)
o #&FE - (Hong Kong)

These tags were repeated targets of pro-China propaganda sentiment and amplified or
discredited subjects using those hashtags.

15
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https://twitter.com/search?q=%23%E9%83%AD%E6%96%87%E8%B4%B5
https://twitter.com/search?q=%23%E9%83%AD%E6%96%87%E8%B4%B5
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However, it should be noted that not all of the content under those hashtags was pro-China
content. Rather, there was a mix of authentic users joining the international discussion around
those topics, as well as other propaganda. Anti-CCP propaganda was also present in content
under these hashtags. Similar elements of that anti-CCP content were identified in this report
from Graphika on social media platforms with a strong presence on Twitter.

All the data collected was visualised in a network graph format through Gephi for further analysis
of the way the networks operate in terms of original posters and the amplifiers. This visualisation
can be seen below. In the graph, each small node represents a Twitter account, the red lines
seen between some of the accounts represent the weight of interactions.

16
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We can see the nature of how some of the accounts operated in the network in more granular
detail by looking at accounts that were identified as repeatedly posting pro-China propaganda.
For example, account @voQ1do6GDRT]jJZD is centred in the middle of the cluster below.

@""’“th‘1 u2lg
@gklk‘a”‘d‘}‘uudrm
gl “ ”““

@qfqo‘m" @voq zd 7r0
@°1J"' ‘ tali 1 Nathy
...’-ebm
arndP:

@zlgs

@veq
@htw Ifekfr
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We can see the surrounding accounts that are clustered around the central account of voQza,
which correlates with what we see on Twitter in the screenshot below.

MWETE
@voQ1d96GDRTjJZD

' =| "Some countries have aggressive DNA, yes, I'm
talkmg about the United States"

“HIEZXA @M DNA, B4, RErHEXE”

EXRUNSHE. RENTRRS

BROSBBIEATTNS Y

TRfEY, RETRLRER NATERNELE. BYRE. EREN
“IENA" KRR ORRLT

4:33 AM - Apr 6, 2021 - Twitter Web App IMGJ

24 Retweets 1 Like
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Below is a screenshot of the accounts that retweeted that post seen above.

Tweet

@\ nEE

"Some countries have aggressive DNA, yes, I'm
talking about the United States"

Retweeted by

BEST
@AYSoMM8UJbPmAgB

+2X3

@my5xbM4oDsheMKw

SRR
@HekaXoU9GDLMI9u

Follow

e L

@rmexuMU7kIIV7c6

R KNS LA

@EEalOvnv7gS5Y2n

TRRHE
@BQgV2QcL1Y1Lfon

yn MRAEERRUWPIN
¥ @MmlbJc20F1h8RzS

THNE
@Qb1fXfeOUcVHFQS
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All the accounts retweeting that post, and many others like it, follow zero accounts, and have
zero followers. Their purpose is to amplify content.

FRFRWENA

. 9 & 0 A

ART-BORGRE T BRRIONER

® ¢ ® 2

T HRASEBRINE

/é)

~
REFRT =1 Serendipity-Karryl, AFRAFHAR

This cluster is not alone, many of the clusters we identified in the entire network follow the same
process and carry the exact same traits.
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Through the Gephi visualisation, the clusters were coloured based on modularity, or the strength
of their connections within the clusters.

For example, many of the accounts in the clusters below, especially the amplifier accounts, were
directly connected through either interactions, or through the accounts they followed. This is
why they are all indicated by the same colour, due to their strong connections of follows, likes
and retweets.

21
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Another example of the clustering of amplifiers can be seen in the analysis of a tweet by user
@Z0e51610873 (below) that had 152 comments, which is abnormally high in comparison to the 11
retweets and four likes of the post. It appeared many of these were iterations of support for the
post with comments such as “that’s funny”, “I'm embarrassed to hear that” and “just rediclious !
amazing!".

a Zoe @Z0e51610873 - Mar 23

Go ahead, tell them everything you know. It'll only take 10 seconds.!

&

WenGui GUO
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Zoe @Z0eb51610873 - Mar 24
Replying to
That's ridiculous

—_—

()

Zoe @Z0e51610873 - Mar 25
Replying to
yes, it is funny

) a~
P tl

linxin @huanglinxin963 - Mar 25

Replying to
really funning

Q ()

iTeller_zc @ltellerZ - Mar 23
Replying to
just rediclious! amazing!

P

O [

Nicholas @Nichola67218038 - Mar 25
Replying to
I'm embarrassed to hear that

[

QunWenjing @WenjingQun - Mar 2
Replying to '
hope more people know the truth

()

LingMiaoke @ling_miaoke - Mar 25
Replying to
a lie is always a lie

P

L/ T _J,
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On a graph, this can be easily detected as seen below. There appeared to be only interactions
with amplifiers in the campaign’'s network and did not appear to have any links with authentic
users on Twitter posting about the hashtag or commenting on it. This is very indicative of a poster
and amplifier cluster.

It should be noted that this does not mean that these accounts are ‘bots’, as they may be human
users running the accounts. But it does show that this cluster had no links to other accounts
posting about the same hashtag.
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During the collection of Twitter accounts, some of the posters and their amplifier clusters
appeared to be removed by Twitter. This was possibly due to automated indicators picked up by
the platform.

For example, we can see account @corinnehartmai10 and their corresponding amplification
cluster below.
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Subsequently, the account was suspended from the platform.

@CorinneHartma10

Account suspended

S
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The amplification of some of the tweets in the network were simple to spot in the research. For
example, some tweets gave a very inauthentic imbalance of comment, retweet and like ratios,
as seen in the examples below from accounts @memory_017, @judeyow and @AdelitaAdelisa.

=
@memory_017

"EEL"F ERARNAE

2:21 AM - Apr 16, 2021 - Twitter Web App IMGJ

118 Retweets 9 Likes
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’ Jude Miranda

The shocking U.S. human rights record “ adelita adelisa ¢
Behind the case of Chinese professor Chen Gang: The US "China
Action Plan" is actually "criminalizing China"

(LB 8 e S R AT A i

The research also found other tweets that were not liked or retweeted but were instead just
spam tweets using the same text, tags and images. For example, in the graphic below tweets
using the same tags, text and images were all seen uploaded in one day.

Throughout the research, we also identified a significant presence of StyleGAN images used as
profile pictures within the networks.

StyleGAN, short for Style Generative Adversarial Networks, is a type of machine learning
framework, where a technique trained on a dataset is able to generate new data with the same
statistics as the dataset. For StyleGAN networks, the technique enables brand new faces to be
created that don't exist in real life.
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Reporting from the New York Times explained the use of these images and the ability for the
public to buy ‘fake people'. The website thispersondoesnotexist.com has also made StyleGAN
faces more accessible to the public through a simple ‘refresh for a new face’ ability.

The use of these fake faces has been common in fake networks but have rarely been spotted in
pro-China networks.

For the accounts using StyleGAN images in these networks, many of them were made in January
2021, specifically in batches at the same time.
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There are a number of techniques we can use to assess the legitimacy of these fake faces. Many
of the assessments look at the structure of the eyes and their location. The StyleGAN images
have the eyes in the same location in each image, so we can use the easy identification of the
centrality of the StyleGAN faces, namely the eyes, as unique identification points.
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Due to the nature of GAN-based images, the ‘blending’ of the images often leaves blurred or
mismatched parts of the face that a detailed look can identify.

For example, with account HATZ we can see the blurring around the ears and above the hairline
where a background has blurred with the hair.

m

AEEI @ IFRAR T IE

Account z6vl has differing features that, upon closer inspection, appear to reveal the GAN glitch.
We can see those in the mismatched angle of the teeth, the hair that has been blended into
the background and the hand in the left of the image that has been blurred with what is likely
another image.

EERET
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We can also see common creation dates during January 2021, namely on January 8 and January 25,
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Facebook: Repurposed accounts and StyleGAN amplifiers

Our research on Facebook was conducted using the keywords of the narratives identified on
Twitter and searching for that content on Facebook.

A sample of searching the tags that were identified on Twitter through the Facebook search can

be seen below.

® ) P B B c -

e posting about this

Fathgh
P e

i The U.S. Anti-China "Strategic Competition Act* has
been approved for a low proportion of national defense

ANRE “HERPAR" KREMSLAE

oY Like ) Comment A Share ®-

Trevor Philips.
¥ e

#%[f Don't b afraid to suppress and insist on speaking for
China: pay tribute to these "anti-black China* foreigners

ARITRERRPRRS, BRI RRPRHARA

) Like J Comment A Share -

Moore Ritika
@
5 The U.S's severely deformed and distorted outlook on
development hurts others and hurts itself

© a7

o Like ) Comment /& Share ®-
M Babul Ba
" n S

#%[H Brinken warns China not to challenge the internationat
order: the West has not fallen yet
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There were a number of cross-posted graphics and texts that were amplified by repeated
networks of Facebook pages, new accounts and previously repurposed accounts.

For example, the posts below from one account have traction from very similar users.

L —

7 o
#%0 Merchants in Chinatown, Oakiand, U.S. are ready 1o
reinforce steretronts 1o prevent violent robbery

AERQT RN PRGN BNARR S ORE

9 o
ANGBHLBENE

) -uﬁf('i

Q@ crenton v
PETTETES BTN
om

OARL, MHMSEEmLT A,

[ T

.0 Zheu
RRENERIGRBLRESS, BOREEIART
AHRR

RIOHBNSHFURARKBEBR2S,

Comments can be tracked as seen below.

Tayier
ERNBLTNTE, BEHES,

e wasty S rasbien

*um
= 0 AARL, MEMeRsEwETEY.
(<)

abas 2heu
RRNENERIGHBLRESS, BONEEIART
L LT

RAHENSHURINEBEADR2S,

"o

X0 Only the United States “thanks® Jagan for discharging
poRtants into the sea. Was it an accident? |

AR S BENEAN . BRET |

°

Y Lke

a Philips Deney
RS

) Bur

@ 2sden vy
ARBEARSANG, REAN-TAW, SHEXF
nRT

om
AFRMRN. FRANOLERSATFEIX. XN
7.

"o
X0 Only the United States “thacks® Jagan for ischarging
poRtants into the sea. Was it an accident? |

SRR S BENEAN . BT |

@ st vtaecy
AXDEANSANG, REAN-TAN, BHELF
BRTI

') Barnarde Elmers
RERE-TTEEN, ToORSHDE,

T

o m
ATFRMEN, FRROKNREATETL, N0
7.

. )

SN Biden: Systemic racism is *a stain on the American soul™

BREWRE LR “AEAR LN A"

oY Like O commant
L

RENASAXS

Karen Staughter

kexia

Jeneva Salveson

—DERNTEh

o, BLABMRESENNNEAERTE,

Worck Usm
a0, WR, ames

® 9 € 2 o

>

=X Biden: Systemic racism is *a s1ain on the American soul™

O 4z

1Y Like ) commant

)n
WS AKS
R Tanststion &

BLSNRLCEMANAZNTE,

' Worck Uism
&%, WIR, AREA

The main poster account seen above appears to have a past history as well, as the account has
more than 1000 friends and has never communicated in Chinese prior to April 2021.

There was a significant gap in posting history of the account between April 2020-April 2021,
where the change in political interests, and posting language appeared to change.
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Some of the accounts showed signs they were owned by users from Bangladesh. This is similar
to previous pro-China campaigns, as was noted by ASPI in a 2020 report.

s April15 at 5:03 AM - Q

#%[E No wonder the U.S. supports Japan's nuclear discharge
of wastewater into the sea, it turns out that it has a precedent

AERM LI A ERAAR BOEACH AN

o 29 10 Comments 38 Shares

View 1 more comment

=
|
0l

llé EEEAE, BRIDNNG

Soe Translation - 51 .
Like - Reply - See Translation

oY Like (D Comment 2> Share

View 5 more comments

S 2
= April14at6:51AM - @

#EE  QONFRERVHE (FRAESIT) RH) RE—EMEE
B, ZWARE (ETE) , MECUEEENESR, HIREH &
AR ARG RIGEERT, RELPTLUE(E, WRRREEMN, R
FELPEETE, FERMRFARMBEGME!

See Translation

o I ocotec his profile picture
- August 3, 2017

[HUMBET | veaked, 207 R B

O 1 14 Comments 49 Shares
O 35 3 Comments

@ Share

Y Like (J comment &> Share
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https://s3-ap-southeast-2.amazonaws.com/ad-aspi/2020-06/Retweeting%20through%20the%20great%20firewall_1.pdf?ZzW5dlyqlOOgG5m9oHj9DWsjgtXD6TCA
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To get an understanding of the size of the network, the research looked at a number of the posts
and how many accounts were amplifying the content in the campaign, as it appeared much of it
was cross-posting and amplifying the content within the network, much like the tactic of the
clusters on Twitter.

Publicly available metrics on Facebook of amplification of likes, comments and shares give a
possible indication as to the number of accounts amplifying the content.

In consideration of the metrics of shares and likes, we estimate this cluster to be within the range
of 40-55 accounts, however there may be more accounts not publicly searchable that a platform
might have access to, or some accounts may be dormant in the network and not active.

The Facebook pages identified as sharing the same, and similar content, appeared to have very

similar creation dates ranging in either late April, or early May. This is also similar to when some
of the Facebook accounts changed in their communication language and content.
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seen below.

About

1l 1,383 people like this

£ 1,383 people tollow this

Suggest Edits

Does this Page have a phone number?
Yes Unsure No

Photos

= Page created - April 20, 2021

About

1le 1.368 people ke this
£ 1368 people follow this
© S5end Message

B ComecaPhoto

Suggest Edits
Does this Page have a phone number?

M Page created - May 8, 2020

Moore Ritika
Y

#20 The U.S.'s severely deformed and distorted outiook on
development hurts others and hurts itself

RS RS EANENRRATHE

) Like ) Comment

. Sasha Larin
REREXMBATHIOWMN,
station

Lo Reply Soe Tran

Moore Ritika
May 7 at 305 AM - @

NFEIN The United States announced the abandonment of the
NEwW Crown vaccine patent, but the mRANA vaccine may still be
“exclusive to the rich™

AXRANAKEAR K. 8o A EA SR

w o
#R The U.S. Anti-China *Strategic Competition Act® has been
approved for a o propertion of natns! defense

AN EMROER" KENWSIE AN

1) Like ) Comment A Share

o

#X[U The United States has completed two-thirds of the
vaccination? Biden blatantly claimed credit and was demalished
by the Associated Press on the same day

AREARANNZFII NESRAN. AR ATAN

L SRS SR ST ——

— R -

= =y,

5 Like *) Comment /> Share

About

il 1,378 people Ske this

& 1,379 people folow this

© Senc Message

o)

Suggest Edits

Does this Page have a phone number?
Yes Unsure No

Photos

() Page Transparency
Face 0 on

K Is shaw

= Page created - April 20, 2021

About

oy 1,367 people like this
£ 1,367 people follow this

O se

| I

Suggest Edits

Does this Page have a phone number?
Yes Unsure No

Photos

{) Page Transparenc

X

= Page created - April 20, 2021
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For the Facebook page creation dates, we can view the ‘page transparency’ feature of each page,

Most Relevant v

=
BARREHHRON. WiEA
Like Beply  Ses Translation &

View 4 more comments

B e

Qo

¥ Something happened in the sky! The United States has
no brains to preach “China threat”, and the “devil's claws™ have
reached out 1o space

AERET ) RNEMAREEN, TREEANAAS

e

carmn — —
e ——
O
oY Like (D Comment 2 share
-

WL Beinken warns Chind not 10 challenge the international
order; the West has not fallen yet

SRAREPHNRRERAT. ANERNT

M Babuls
B ey w2690

#RH The WHO supported China's vaccines, and the Biden
government immediately announced that it would give up
vaccine patents. What are the intentions?

) Comment A Share

Our research also uncovered the use of StyleGAN images used as profile images of some of the
amplification accounts. On Facebook, the majority of those accounts were commenting on the
posts. The accounts that used StyleGAN images had account names akin to that of Turkish origin,
and some appeared to have authentic user friends based in Turkey, which might also indicate

that these accounts have been repurposed with a new profile image.
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Those accounts identified above were used to comment on, like and share posts. Below is an
example of the comments and the likes of one post.

E——
@ BBMERE B/ERRIE

Like Reply See Translation 4d

I
HEMBEBRTTNX
L8] ik T 022 X

Like Reply See Translation 4d

92
|

l%fﬂvﬂfﬂﬂiﬁﬁ!ﬂ c REFUE - B LAE - HEFRE—REECTFNS & Add Friend
o

Like Reply See Translation - 4d

o
©
I &' Add Friend
e ARBMTR2T & i
3
®

Like - Reply  See Translation - 4d Q _ & Add Friend
ERRENEET FL—ERERLET
L - gly - Sea Trimslaton 62 =) — & Add Friend

T eSS & [ & Add Friend

Like Reply See Translation - 4d

ERMZANERT Fe—ERLRET & Add Friend

Like - Reply See Translation - 4d

i

' B2 ELRRRE

Like Reply See Translation - 4d

& Add Friend

Those images can be tiled as follows.
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And then assessed for centrality of the eyes as seen below.

The accounts using StyleGAN images with Turkish names on Facebook appear to have a more
rigorous selection process for their profile images, as we were unable to identify many images
with obvious flaws. This may indicate that these specific accounts are part of a paid-for network
to purchase likes.

Upon closer inspection, a more detailed analysis of one of these accounts shows there are still
minor flaws in the images.
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In this specific case of the account above, the image has failed to blend the glasses correctly to
the face, instead the wiring of the glasses has a ‘blurred’ or faded effect in the face.
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YouTube: Cross-posting of narratives through repurposed accounts

Content was less significant on YouTube than Twitter or Facebook. This might be due to the
limitation in video communication and the en-masse appeal of conducting text and image-based
information operations.

Of the accounts we did identify, there appeared to be signs of repurposed accounts, where
previous users had uploaded videos, then years passed, and then at once, numerous pro-China
propaganda videos were uploaded.

For example, in the screenshots below of different accounts, we can see there were videos
posted in the past in one language, then years pass without activity before a new wave of pro-
government video uploads occurred, this time in Chinese.

Uploads Pl

.
<9

BN EARE, TR
R

oy 7&3’%\.:&

i@!ﬁ;ﬁm*ﬁﬁ 31Af2 {7‘ = .;, AR R % b | X BARE—T TEEDH, SEERK LPRAMLIXEN L

=B wt

113:40 w

Aap Ka Sahir Morning Show 9 Aap Ka Sahir Morning Show Aap Ka Sahir Morning Show
August 2016 Complete Sahir Lodhi 22 August 2016 Sahir Lodhi 26 August 2016
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Q‘:“ra 3 F'}‘
VRIS, |

- 2:51,

Uphold the Vision of a The U S only announced aid Refusing to assist India in ARHEL AW, ® p Guns everywheve in America
Community with a shared... after the outbreak in India g... fighting the epidemic reflect..  RE[CER~RNER.. %" ,_& )\ 8‘] %‘ EUERNTRRE

Ve y 5 d .
1 X4y
2 A 4 ..
TSI 2:57 | pemissstiae 2:51 2
A New Report on Tracing the BN MR REAW CHINA WHO MAKES THE Racial discrimination is Anti Asian violent incidents REPEERETE
Virus, Protesting against.. BM!  (Racial TRUTH KNOWN TO THE. difficult to solve, American. surgcd and stop hatred of. .

i&ﬁ‘ *‘Ms‘ N &

»n .
winso syl 215 ol el 215" 214 Tt o

- e
MIERTT, #HEMERTMAER nﬂx!ﬁs 3 3 REBRHREHT, RE What will it take to the end REFARERFTHETERS America's selfishness vs
Only by behaving properly... RSN, AFEXFER.. it § .. BLM protests? biuie Fog7vE EREA.. China's responsibility (%,

255 N Y
l Do NI T 6 ‘
-ﬂ l -lp -

XEBHNERRONTAEE XREELSARSILE, B Die langen grossen Ferien Die langen grossen Ferien Die langen grossen Ferien Die langen grossen Ferien
[ e REiFeR IR Staffel 1 Folge 3 hd german... Staffel 1 Folge 2 hd german... Staffel 1 Folge 8 hd german... Staffel 1 Folge 7 hd german...

The narratives of the videos remained consistent with the network's common themes (covered
in the following section) and used contrasting stories to sow doubt and discredit opponents, such
as the US. The sharing of these narratives through graphic video content on YouTube is very
similar to previous reports on pro-China propaganda networks reported on by Graphika and ASPI.

In one video, for example, the situation in India was used as a contrast to the US, where it is
alleged in the video that there is a dire need for vaccines in India, yet factories in the US allow
them to expire.
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the United'States; the guardian of humanitarianism, looked away
e i ' : : @ o RO

COVID-19 vaccine

Get the latest information from the NHS.

India's out-of-control epidemic highlights the hypocrisy of American human rights

Another product of YouTube used to convey and amplify narratives is the comments section
under the videos. This research identified comments were very consistent with the narrative lines
and were an extra outlet for amplification by anonymous or fake accounts. For example, in the
video above, the comments can be seen below.

javier madie 1w )
"No one is an island", especially among countries

i &

gave simard 1 v
The selfishness of the United States in the fight against the epidemic has been exposed to the eyes of the people of the world.

. 9

gaven simard 1 we

India desperately needs vaccine raw materials, but the United States is deaf

fred valerie 1

Faced with the out-of-control epidemic in India, China extends a helping hand regardless of previous suspicions

i ®  REPLY
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Some of those ‘commenter’ accounts also had videos uploaded through their accounts as well,
indicating that YouTube accounts act as content sharers as well as ampilifiers. In the screenshots

below we can see commenters ‘fred valerie' and 'EfVHI4 % also had video content.

. lavier madia 1w
*No one is . especially among countries
[
gave simard 1
The selfish ited States in the fight against the epidemic has been expe  the eyes of the people of the world.
i 8
gaven simard 1 week ag: %605 Bf miltions of adlts in th 0 States ore ml(o’ doubts about this
India desperately needs vaccine raw materials, but the United States is deaf EENTHEN LR LLF, S A
[
fred valerie 1 week ag
Faced with the out-of-control epidemic in India, China extends a helping hand regan f previous suspicions

e W' REPLY

@ Kermighan Saul
¥ Somanythings happened in a short time

- 9

‘ Jensvold Cleta
50 horrible

Weird
There is no safe place

.y

e) Bilotro Bily 3
There is really no safaty at all

. 9

v C’ Beautiful distributor SUBSCRIBE

Durala )
America is going to explode VIDEOS
. »

U Feixiang
I¥s not easy for the Amercan pecple
. 9
el T
" i g ety 8
b Beautiful distributor 3 weet . . y - i W
2 The American pecple are 30 pitiful
i\
- » E e =i R s PR - 00" o0 0
In 2021, the number of The erican The deck v Let the world understand Beautiful women love Zhao Lijan counts the five
Meteor Shower Meteor Swoed tourists a1 major sttraction double standard is simply Japan is extremely. Hubel's great anti-epidems: fitnesa, special love’ 3ins of human rights in the
Ce and save the American people

- 9

Yang Xineuo * woek “l-
¥ Flyoutof the US. NP
A G L 20 w282 ) ’ P ;Fu;

oy T itk Beautifulfitness special pull  The United States Bewutful womens body s The World Hesltn
2 1ouch Hong Keng! The U.S. not just g Organization released a.
Leaving the US. is the best choice

-y

It appeared the media was frequently cross-posted across accounts and conducting a simple
site-specific search for the video title identified some of the posters using the same titles.
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For example, the search below was performed using the title “EE AR T EH | EHBSDNERE

BEERTEEEEFEMNKLK (“The United States can't touch Hong Kong! The U.S. Consul
General's lip service cannot conceal the failure of the U.S. in Hong Kong").

Google

site:youtube.com "EEH A T EE! ERESTBNREAERTEEAEE X L Q

Q Al [ Videos & News Q Maps [&) Images : More Settings  Tools

About 4 results (0.42 seconds)

https://www.youtube.com » watch

XEHATEE! REESTENEBESA T XEEFBHKRK

;" & fH, XEBLOBEREARRE, B EEEGEHISBSTRA.
l > §:~ U (ZEHRTEE! ZESSMPNBBEERT ..

5 Apr 2021 - Uploaded by #3kA13R

https://www.youtube.com » watch

XEHATEE! RIESTUENEBESA T XEEEFBIHKK

& XEMATEE! EHELNENERRETR T XEEFTENKK. 10
views10 views. « Apr 5, 2021. 0.0 ...
6 Apr 2021 - Uploaded by EFIMISHE

https://www.youtube.com » watch

XEHAFTEHEE! REECOBNEIBEST T XEEFEORNW

- - EEmMATEE! RIBEZUPNHIBEELR T XEEFEBHKEM. 6 views6
. views. * Apr 5, 2021.0.0 ...
6 Apr 2021 - Uploaded by BB#8/)\i8

https://www.youtube.com » watch

XEHTTER! REBSABNRERES T XEETENKK

[ _saafT « XEMATEE! XREESMBOEERERT XEEFENKM. 8 viewss

views. * Apr 5, 2021.0.0 ...
6 Apr 2021 - Uploaded by 34

While those same videos were one indicator, the other was the comments underneath them,
which appeared to be, more often than not, the same accounts cross-commenting on each post.
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EXENFRE

- 9 REPLY

BER o )
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FNERHBMLER, EHEESFE?
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. 9 REPLY
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REBEFNHEAO
i 9 REPLY
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| EAREARNORNRE—NRT

e & REPL
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. 9
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- 9
8
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- 9
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. 9

A Mattie Magdalen 1
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. 9
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- 9
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- 9
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" 9

In a more metric-based analysis, across the board of accounts we were able to identify similar
patterns where each video would have between 10-12 comments on average (if they had any

comments at all).

For example, the data of the following three channels can be seen here;

e https://mattw.io/youtube-

metadata/bulk?submit=true&url=https://www.youtube.com/channel/UCHIT4P-

MFEKqgfFId6L_JcQ3Q

e https://mattw.io/youtube-

metadata/bulk?submit=true&url=https:.//www.youtube.com/channel/ UCC6cVrLTG490P8p

aXnSzINQ

e https://mattw.io/youtube-

metadata/bulk?submit=true&url=https://www.youtube.com/channel/UCTs_SjlzOHsWLkF

VoWCh-gA
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https://mattw.io/youtube-metadata/bulk?submit=true&url=https://www.youtube.com/channel/UCHIT4P-MFKqfFId6L_JcQ3Q
https://mattw.io/youtube-metadata/bulk?submit=true&url=https://www.youtube.com/channel/UCC6cVrLTG4qoP8pqXnSzlNQ
https://mattw.io/youtube-metadata/bulk?submit=true&url=https://www.youtube.com/channel/UCC6cVrLTG4qoP8pqXnSzlNQ
https://mattw.io/youtube-metadata/bulk?submit=true&url=https://www.youtube.com/channel/UCC6cVrLTG4qoP8pqXnSzlNQ
https://mattw.io/youtube-metadata/bulk?submit=true&url=https://www.youtube.com/channel/UCTs_SjlzOHsWLkFV9WCh-qA
https://mattw.io/youtube-metadata/bulk?submit=true&url=https://www.youtube.com/channel/UCTs_SjlzOHsWLkFV9WCh-qA
https://mattw.io/youtube-metadata/bulk?submit=true&url=https://www.youtube.com/channel/UCTs_SjlzOHsWLkFV9WCh-qA

Below are the screenshots of that metadata.
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It should be noted that the impact of these videos was very limited, and for most channels in their

entirety, on average they had less than 200 views per channel.
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Part two: Narratives tell a consistent theme

Our research identified a number of narratives currently being promoted by the network. Some
of the narratives have been identified in prior research on pro-China propaganda campaigns,
whereas others are new to this network.

This research piece does not intend to fact check or disprove the claims, but rather identify the
narratives, which were used to discover and research alternative narratives as seen in this report.
The focus of this reporting is on the pro-China propaganda networks.

By identifying these narratives, this report does not wish to discredit, delegitimise, or undermine
the serious issues they represent.

The list of topics the network seeks to influence through its various information tactics are as
follows:

e US and COVID-19

e US claims about Xinjiang and human rights
e US and gun laws

¢ US and discrimination

¢ US and India COVID-19

e DrLi-Meng Yan

e Guo Wengui

¢ Hong Kong democratic movement
¢ US and China relations

e US and global conflict

e US and violence

Documentation of those narratives and how they are promoted are explored below.
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US and gun laws

The network sought to amplify the subject of gun violence in the US with any reporting on the
issue being transferred into meme format and fed out through the network under the hashtag
#3£E (United States).

The CCP has previously criticised the US for high rates of gun violence. In the past, the CCP had
promoted the narrative that the US was hypocritical in its condemnation of others, while failing
to address domestic issues such as gun violence. This narrative has been uncovered in reporting
by the New York Times, in its reference to a publication by the Global Times in 2018.

The same narrative has been echoed on social media with the amplification by accounts in the
network through commentary posts on gun violence in response to specific events.

444
£23id

{..4: Sun Zilin
¥i3¥ April 17 at 4:25 AM - @

#3£[E At least 8 people were killed in the FedEx warehouse shooting in the United States!
There have been many gun cases recently and the scenery is beautiful

[
@ April 20 at 4:14 AM - Q@

#£[E Three times a day! Is the gun violence in the United States
really unsolvable?

| —EER ! XERIRORANERT ?

riy
More tragedies occur more frequently. Why is the US gun
violence "epidemic" difficult to treat?
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217y
@67XAYaTnTpLsj90

#= = ZEM/L BMERRRNFBLEH, BERIE
*ﬁiﬁfo ALZTERNBEHLEER, BLE T AMARN
i,

y Google

#==|Z| Violent attacks and large-scale gun battles broke
out frequently in the United States in recent days. It can
be seen that the level of decay in this country has
reached the point where people and gods are angry.

/ 3 ’.;.'"'

2:38 AM - Apr 8, 2021 - Twitter Web App | IMGJ

One of the accounts identified on YouTube as posting videos using the same narratives as seen
echoed by the networks on Twitter and Facebook also uploaded a video on the frequent
shootings in the US, using media clippings and footage with narration of those events.
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In the comments section (pictured below - auto translated) were comments about the

government, social security and general civilian safety.

Laa?

-
BREAKING | Suspect In Critical Condition
S | After Being Shot By Police

A e

There are frequent shootings in the United States, and social security is worrying

rodela smithy
They never took the lives of the people in their hearts

fred valerie
The government has to reflect on such a big disturbance

Jjavier madie 1

This is the United States, a self-proclaimed paradise, where guns are flooded and people’s lives are not guaranteed.

gave simard

This is the real United States. Social security is very poor. It is facing the danger of being shot at any time and anywhere, and life is constantly rising and falling under the threat of death.

e §' REPLY
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The targeting of the subject of gun violence in the US has also been echoed by public figures
such as from China state-affiliated media Editor-in-Chief, who used gun violence and COVID-19
in the US as a way to discredit US claims about human rights issues in Xinjiang.

Hu Xijin #3595%# @ @HuXijin_GT - Mar 23

e China state-affiliated media
"Shooting” is a frivolous word to describe the incident. It's slaughter. How
ridiculous that Washington condemns human rights situation in Xinjiang, a
region that has regained peace and harmony from terror attacks when
people in the US are massacred by COVID-19 and firearms.

NEWS - CRIME AND PUBLIC SAFETY « N

Boulder shooting: Gunman kills 10, including police officer, at King

Soopers
Boulder police say Officer Eric Talley was first on the scene when killed; investigation will take several days

00000

US claims about Xinjiang and human rights

There has been significant documentation on the alleged human rights abuses in China's Xinjiang
area and the oppression of Uyghurs. Posts in the network amplify claims of ‘fabricated’ evidence
of the human rights abuses in Xinjiang.

Moore Ritika
= adelita adelisa
il Even if the Xinjiang issue is moved to the United Nations, the lies fabricated by the ‘ Even if the Xinjiang issue is moved to the United Nations, the lies
h wil . g 3 ¢ !
Hinited Stetokand the West Wil ot hecoma 118 fabricated by the United States and the West will not become true.
REEHEERIRAE  FSRENRELATTH

WERBRAE  RPSWMENRSHATT N

This denialist content has also been echoed by Chinese Government representatives and China-
linked media.
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For example, Chinese Ministry of Foreign Affairs Information Department spokesperson Lijian
Zhao has regularly tweeted or retweeted content that attempts to delegitimise the claims.

S Hua Chunying 8% @

€

Nonfactual allegations of "genocide" in

: are DISTAINFUL
toward the victims of genocide and their
families, and do a DISSERVICE to history,
law and prudence in international

:‘ Hua Chunying 458 @

Those Western countries would rather
believe the lies concocted by a few
people than heed the voice of the 25
million people of all ethnic groups in
and the 1.4 billion Chinese.

Tom Fowdy

The BBC realized that anang was
falling off the agenda, so it quickly
makes a study by an NED funded
organisation the leading story of the day
even though comparatively it's hardly

relations.

Hua Chunying %% @

and other ethnic people in

are always well-known for their
singing&dancing talents. Same as in
cities. Enjoy square

many

Zhang Heqing
Two Uygur sisters

dancing, a popular neighbourhood

entertainment.
Ok

Hu Xijin 218 @

It is hard to believ t the true
intention of the US over Xinjiang is to
protect human rights of Uyghur people,
rather than to mess up Xinjiang and
make the place as turbulent as

Afgha n. By the way, Afghanistan
borders China’s Xinjiang

Hu Xijin 3 @

When Canada joined others to sanction

have thought China would implement
ons. Trudeau is putting on
the sanctions are

d:l Hu Xijin 583 @

W Xinjiang produces the best-quality
cotton in the world. Look at this beautiful
and awe-inspiring scene. How boring the
lies of forced labor are!

Hu Xijin 8% @

“.’ Raz Galor, a blogger from Israel, visited

three families in Xinjiang. Take a look at
what’s Uygurs' life is like in Xinjiang in
his eyes.

welcome you to visit Xinjiang.

the most newsworthy thing right now.

Lijian Zhao R @
Local people of various ethnic groups
danced to celebrate the fast-breaking

festival, known as Eid al-Fitr in
in #Xx at the square in front of the

famous Id Kah Mosque.

Hu Xijin #318i% @

Iranian diplomats shared a video they
took at a cotton factory in Xinjiang.
"Their assembly lines run at full pace to
meet supply demands,” they said. Iran
and Saudi Arabia, two typical Islamic
countries, support Xinjiang, which

@

@

0 care the h\lmﬂﬂ
rights of !us\ ims in China's Xinjiang?
Doesn’t Mr Blinken think he should do
something?

Hu Xijin #t @

In order to enter paradi
orders, | will even kill my so
just this Uygur youth who us
such extreme thoughts. That's why
Xinjiang was once plagued by terrorist
attacks. De-extremism work in Xinjiang

just cause

, *if Allah
It's not

Hu Xijin 82 @

Video of Tughluk Tursun, a student of
Tsinghua University from Xinjiang,

a speech in English went viral in China
Uygur youths with modern education,
and those obsessed with extreme
thoughts are like coming from two
worlds.
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US and discrimination

A rising theme detected in the network's narratives targets racial discrimination in the US. One
side of the narrative targets the issue of attacks on Asian ethnicities in the US, while the other
continued to target the Black Lives Matter movement, using the movement to sow discord.

This is not the first time US and discrimination has been a target for pro-China influence networks,
this has been previously documented by DFRLab, but China representatives have also called for
the ‘US government to take all necessary measures to deal with the violent law enforcement of
police, so as to protect and safeguard the legitimate interests of racial minorities'.

Similarly, Zhao Lijian has also used social media to use the issue as a chance to take a swing at
the US while defending the Chinese Government's stance on forced labour detention camps in
Xinjiang.

_ Lijian Zhao &X' @
e ) @zlj517
o China government official

It is a historical fact that the forced
black slaves to collect cotton. Who on earth engaged

in forced labor? Don't scapegoat and smear !
There is absolutely no in Xinjiang!

12:11 AM - Mar 29, 2021 - Twitter for Android

493 Retweets 66 Quote Tweets 2,949 Likes
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https://medium.com/dfrlab/russia-china-iran-exploit-george-floyd-protests-in-u-s-6d2a5e56c7b9
https://news.cgtn.com/news/2020-06-01/China-urges-U-S-to-eliminate-racial-discrimination-in-all-forms-QY4LJpMofe/index.html
https://twitter.com/zlj517/status/1376311041446047748?s=20
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The narratives appear to focus on two subjects as of this year, the Black Lives Matter movement
and issues of discrimination towards Asians.

<" "1, Sun Zilin & Ma
134 t Mo
Observe the U.S. anti-racist struggle
X Will Xiac Wanneng be tried to eradicate systemic racial discrimination in the United
States? Stop it!

BB KR R FhiR 2 g

7 .
¥ 4 winter
5 ¥ @poxppy

EXEHERAMBRIARRDZ, MEFHR
AOBD, BUAREBNRESAR, KEEEHHA. IX
BNBER, ERFHSERLRNEHER", TSR
BEXERRE, —EHEERTEALFERERRE
B, BNBRAIMERE, ELEERIEE LINGE.

Google

Systemic racial discrimination in the United States
has become more and more intense, and Asians are
more likely to become "victims" of racial discrimination
due to factors such as smaller populations and lower
political influence. After the outbreak of the new crown
epidemic in the United States, some politicians wantonly
to blame for political self-interest, inciting and fueling
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US and India coronavirus

A narrative echoed throughout the networks targets the grim circumstances of COVID-1g in India
and targets the response of the US.

The India-US COVID-19 narrative is summarised well in one YouTube video, titled ‘India's out-of-
control epidemic highlights the hypocrisy of American human rights', which follows the following
lines of narrative:

¢ The US had an embargo on raw export materials outside of the US for vaccine production
e The US focused on itself and did not share vaccines

¢ Claims that large unused stockpiles were kept in factories

¢ And that China will provide support and help to India

R

" e le A = A Fn[E Sh 32 ED

MinistrEi=g, Foreign Affairs

-

India's out-of-control epidemic highlights the hypocrisy of American human rights
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Some of the network has promoted long-text memes on Twitter about India and coronavirus with
negative sentiment towards the US. While some of the posts only target the issue, others target
the issue and then promote China values much like what was seen in the YouTube video, as a
way to discredit an opponent and raise one's own profile.

# Babul Ba
"’ April 29 at 3:50 AM - Q
#%[E The anti-American action has begun! The U.S's lack of o
sincerity in aid to India, the Indian-American vice president was jasse mann .
scolded on hot search The epidemic in India is out of control, and Indian media believe

that the United States is the culprit, and they have to ask China for help
at a critical moment

REUGHHG T REKVRETE, HEREMSRET L&

O 51 41 Shares

EPREANY KA, EPEA R RINEH &, XUe AL R PR

5 Pragmo Jazz Vault @Pr y
/ riy @neptut A “ g

The epidemic in India exploded again, and the American .
lighthouse effect began to appear

QPR A, AT ISR AN f

These same posts have been echoed on Facebook.

a Rakib Kahn

Yesterday at 3:30 AM - @

#Z[E  India's pandemic is in desperation to "seeking help" from

the United States, US State Department Spokesperson: Prioritize
the United States

RS B RE ORIR” , REFRRGA: RAEXE

India’s pandemic is in desperation to "seeking help" from the
United States, US State Department Spokesperson: Prioritize the United
States

EP RN B el R s REARREA: RARE
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Guo Wengui

Numerous hashtags, namely #DrLiMengYani, #YanLiMeng and #LiMengYan have been used by
the network in a bid to discredit Chinese virologist Li-Meng Yan, after she published a report in
September 2020, claiming China was responsible for the creation of coronavirus. The report's
findings have been largely disputed.

The targeting of Li-Meng Yan will also be individually covered in the next section.

Guo Wengui, also a target of the network, is a Chinese businessman and political activist. He is
exiled from China and has been a critic of the Chinese government, and such, has been
repeatedly targeted by pro-China propaganda. Previous examples of research documenting
campaigns against him were identified by ASPI, Graphika and Bellingcat. It should be noted that
while he has been the target of some of these campaigns, he has also been linked to information
operations.

Both of these critics have been targeted by the network on their own, as well as posts linking
them together. The network uses memes critical of them, as seen below.

Gb a'Head, tell them everything you know. It'll only take
10 seconds.!

S

®

: ;
(O #®  WenGui GUO

-

LiMeng YAN

[ Y,

<
EL
b
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https://www.aspi.org.au/report/retweeting-through-great-firewall
https://graphika.com/reports/spamouflage-dragon-goes-to-america/
https://www.bellingcat.com/news/2020/05/05/uncovering-a-pro-chinese-government-information-operation-on-twitter-and-facebook-analysis-of-the-milesguo-bot-network/
https://graphika.com/reports/ants-in-a-web/

linxin
BXENRREMANBIAENTOBRE. EioEs
HAR, FUR"FBRER", MWWAREBREM, BREBEA
REEBERM, FUHRDSEERENRELE, B8
ERLE, ARSEFEMABREMARE, MEENBXE
F—ET, BT PEICIHER LR, REHHNE
1£1R, ®iERAEERIBXEREMG.

DEVIL GAME mmor 1

CLOAKEDSCIENCE:THE YAN REPORTS

®

"D T BRARIRE

Google
"Dr. Yan" is the biggest virus

Bannon#DrLiMengYan#(E)fR % # 31 2 Ma#HIR
#LiMengYan#COVID19#YanLiMeng# IF &£ 10#Ethnicity#CCP
Stop engaging in politics on the epidemic !

Focus on the health of
the American people
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In one of the posts, the research identified newer ‘batches’ of accounts promoting the same
content and combining the hashtags relating to both Guo Wengui and Dr Li-Meng Yan.

As mentioned, the content analysed found propaganda from both pro-China as well as anti-CCP
content from different networks.

While this report does focus on the pro-China campaigns, there is indeed manipulation coming
from both sides in an attempt to win over the narrative on specific hashtags. Reporting by
Graphika goes into more detail on the anti-CCP network and coordinated activity.

The content shared by the pro-China accounts indicated the similar style of amplification by fake
accounts as has been seen elsewhere in this report. This can be seen in the network analysis
graph below of user @UsxzRTrtzrip2tq.

@ Nanar67}3.1-*’:%9*\"!'.‘5'I 2
wNhaSLak8692d U8gkvACeAVTENwWT
@ aviing Warcan elxr @ Kazam131
@ dimitri11289239
shahmdéﬁﬂu.mw YEIERa okTIONmgQWY6Fe
. Anhatakané Zainala66169296
5t2EHz596nG0Z2Q . Kag6MBW5qeoMFy1
O Innnoccentia
@.11KoT12
@ Natasak20756399 O jahid @ ypzek70
@ nikcher7
)1_bvb Darin@BuMos5ew58469288
- U5xzRTrizrip2tq
OWCPBVZ9990Ezqq @ Rxona2 Hanzo93275043
umKbWWd3GRggvbk

Danijel5046@3¢Bight

VoicuAn98322212
cooljoe9d92 (1) JavadOboudimiran15414896

@ 150r50760738D Aleksan17375048) Haroona 13981951

. Yuliy39544070. werwer5453
jyhlzixFAIGORn9
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In the screenshot below, the traditional tactic of a throwaway account with few followers is used
to spam a hashtag and is amplified by the surrounding network.
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A screenshot of the post shows the 444 retweets and 37 likes the post received.

Ll RN Fvk, ABELER
MR NRTE

i, rEuemn| i
ﬁ ﬁﬂfﬁ ﬁ B(]ﬁﬁfﬁ R SRR ENEEARE

B 424/2021/88875/9am

IR ANHRERETS N RATMAR (X RRER18HE)

WK, RE! WR, VR, MRE, BEEERAHRKEIR FEWITERS
BERTH, WRCENNRETAREHENGE. BHSE. RNENFER
BHWEY, HEARRMESRSEXRIEAE, NNAWEANER, RR=
FHMARERUNATREKVENA 1M , KR—BSE ‘0%, FEN
B HTER R AR SRR INEE.

Similar posts targeting Dr Li-Meng Yan were also identified on Instagram, with less ampilification
than other platforms, seen below.

{op / \!/p 0 o
dlscnnmmUOnQ s

Yan limengs rumor led to discrimination bava ot to e
against Asian Americans

T ot Van Timand dicannaar fram Amaries IS
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Li-Meng Yan and the Wuhan Lab report

Assertions by Chinese ophthalmologist and virologist Li-Meng Yan in a paper published in
September 2020 claimed that China had created coronavirus in a lab in Wuhan. Peers in the
research community claimed the paper was flawed and baseless, yet the claims still went viral
and were spread on social media and news outlets.

Pro-Chinese Government networks have responded to the claims as serious and have
strategically used social media to discredit Li-Meng Yan and counter the claims of Wuhan lab
coronavirus origins. Some of the posts refer to a claim made by the World Health Organisation
that it was ‘extremely unlikely' that the virus was leaked from a lab in China.

.1 in rumor making

Since it has been identified that anti-CCP critics were running a social media influence operation,

some of the posts in the network claim that Li-Meng Yan's research piece was promoted by Steve
Bannon, the result of which the posts claim the research was quoted in US Government officials’
reports and intelligence assessments (example above on the right).

63


https://www.washingtonpost.com/technology/2021/02/12/china-covid-misinformation-li-meng-yan/
https://www.bbc.co.uk/news/world-asia-china-55996728
https://www.graphika.com/reports/ants-in-a-web/
https://twitter.com/01234M43210/status/1397847048284639236

More examples of this can be seen below.

FERERZRVIN, EIINS R R TR — P LR %,

g@f
t ‘ Y

[KEQX &

EEER CARLSON conigh LT
SO HE A FOF A B Z I A A LR ERA RS

Wi 2% . K. BEACHYR SC UL HEBh =) ME 2 0 7 4%
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"Q\ MakcuMm CHHUAYYK
)
"“SHES"HRENEB%ER
oM, RE—EEH"HINER
ZHEMTREB"NAERL. B
#E7R, MRERSRERILN
SRR, MemEERTRIX
MISE=", MBS, XETA
i E LETEXNFE, BEERE
EREFRENEMHREE".
Google
After combing through the
timeline, "Daily Beast" found
that Bannon had been
preaching the conspiracy
theory that "Wuhan laboratory
creates the new crown virus".
As early as July, he slandered in
an interview with the media
that the new crown virus
"originated in a laboratory in

Wuhan." Subsequently, he
intensified on his personal
program, threatening that the
new crown virus is a "biological
weapon" from China.

The same content has been used to promote the tag #Stopasianhate which is a narrative also
targeted by Chinese Government representatives through social media in claims about the US
and its ‘poor human rights' track record. This is an argument used in retaliation for claims about

China's treatment of Uyghurs in Xinjiang.
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The posts of the content about Li-Meng Yan are in English and Chinese, indicating that the
intended audience is mixed, and non-Chinese speaking audiences are intended as well as
Chinese speaking.

For example, the post below used translated graphics for both audiences.

The content also targets a much wider angle of sowing doubt within the US Government system
by claiming a strategic advisor of the White House was the cause of the Wuhan Lab report. Seen
in this tweet, and this one (below).

A R N R
A fd e b 2%

The research by Li-Meng Yan has also given the network the attack vector of targeting academic
‘'standards’ in the west. Again, amplifying content to sow doubt across the industry of research
groups.
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iy

nce leads to Asian discrimination

Let Yan Limeng pay the price for
malicious planting!
-

4

Many of these posts have been used with the tags #Bannon #DrLiMengYan1 #Eii% #3835
#IER #LiMengYan #COVID19 #YanLiMeng #I & i1l #Ethnicity #CCP. An example can be seen in
this tweet.

, ., EEFENGX
-

The Truth of Yan's Thesis

Controlled by the media Spread widely

Asian = virus" is not an innate
concept, itisa
misunderstanding created by

. (A - ol humans and the source of
I Yan's Report I Sy s discrimination and violence
ﬂ i1 S against Asian groups.
A~ o) [ 2 --
Py \ P 7 |

e ¥

7
w7

LiMeng Yan's > g

Whistleblower

i'& i q X -
Change strategy
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While it appears much of the network fails to get significant traction through tweets, likes or
comments, we can also identify clear signs of manipulation (which was also seen in other social
media posts in this report) through what is likely fake retweets of some posts, such as these two
posts below where each post has 200 (or just under) retweets.

Let the mastermind make Yan, Guo
and Ban disappear from the USA

While there is limited traction in many of the posts, the network uses repetitive spamming tactics
using the same hashtags and memes, especially those targeting US narratives, as seen below.
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Hong Kong democratic movement

Hong Kong's democratic protest movement has been a target in past pro-China propaganda
campaigns. Hong Kong has been a regular target of the coordinated information pressure
applied by pro-China propaganda networks, significantly more so during Hong Kong's pro-
democratic protests.

In 2020, Twitter announced a takedown of more than 150,000 accounts as part of a pro-China
network. In 2019, Twitter also disclosed a takedown of a pro-China network. Both of those
takedowns targeted the subject of Hong Kong with deceptive narratives, attempted to sow
political discord and undermine the legitimacy of protest movements.

Those narratives have shifted in this network to amplifying content more supportive of Hong
Kong and China relations and development.

Anushka Kumari @Anushka 4 - Aor 19
PEE LR E G ERE R ZI#NT, BETENERBBUEEHWMIBEY
THMPRBRER, BT, BSEERMAEERSENE, MR
B, REEBBRSEZZRZMIFHE. MREERESR, BEFEHLIERRE
E, IETRMGEUR T—EmHl TRI0E.

RETE =S

Hong Kong is part of
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https://blog.twitter.com/en_us/topics/company/2020/information-operations-june-2020.html
https://blog.twitter.com/en_us/topics/company/2019/information_operations_directed_at_Hong_Kong.html
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G\ ﬂ‘mﬁ e Septi N Faizhi

SROFBS0E, WMREAUERRKMERE TERAE KBEBER R RERAFNPERAENEEBRRBE
RER. HEEBMBEAFF, MIEBRAERNIAGE B RIEARIFEEBIAS, REEEHEBERELHER
B, FEBRRBERYITBRSEZT1000TARE RRRB, fITuEsRg 2, FECHEFERE
REHH W B 9 BT R BRIE AR SR 3 IR R O\ BE ST LHRE, SELBZFRIE—EEEBARR!

Google
o Google The establishment and development of the Greater Bay
The renovation of Huanggang Port will be a major Area has become an unstoppable trend for both China
benefit to us and Hong Kong regardless of whether it is and Hong Kong. Instead of the mantle-arm block car
from the future. The Shenzhen side is responsible for the being run over by the wheels of history, it is better to
project cost. The SAR government only needs to pay the actively participate in it and use your own hands. Write a
Shenzhen government 1,000 yuan a year. The chapter in history and create a brilliant future for our

distribution of rent expenses also reflects the central children!
government's concern and support for Hong Kong.

SMOENE [—AZHR], BT REEAFHEHA

One of the YouTube accounts our research found that was sharing content extremely similar to
that of the Twitter network, also referenced the attempt at US influence in Hong Kong.

The title of the video was "EEF T EF#E | EHBLABHNEBBER T EEETFEMENK, which
gave the autotranslation of “The United States can't touch Hong Kong! The U.S. Consul General's
lip service cannot conceal the failure of the U.S."
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A number of the comments were fairly similar to the aggressive style of comments observed on
other YouTube videos identified as sharing the same content.

e care of yourself first?

liticians gave me the impression of a group of ars

mily affairs.

REHFT W REELASHMMERT T REEHROER What qualdications do you have

. 9

The reference to US interference in Hong Kong has also been a narrative shared by Chinese
Government representatives and state-linked media outlets, such as China Daily and China
Xinhua News.

cuna China Daily @ A . @ China Xinhua News - Follow
DAILY A

"We hope the United States will stop their interference and give a
peaceful Hong Kong back to us,” said a female protester surnamed Wong.

O E—
=
=K

Xinhua Commentary: China won't tolerate "Trojan horse” in Hong Kong

-
)

)

1, &

Hong Kong public protest against US interference in Hong Kong
ELETE

~Anti

» oonrzy
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US and China relations
A number of posts amplified the subject of the outlook of the US and the ‘rise of China'.

The network appears to identify trending issues where there may be an attempt to point out
possible shortfalls or wrongdoing by the US Government and elevate the status of China.

This US-China rivalry isn't only seen in content shared by the inauthentic network, but also by
Chinese state representatives' accounts. For example, we found very similar narratives shared by
Chinese Government officials which indicate an overlap in the narratives shared by both
legitimate accounts, as well as the inauthentic accounts observed in this report.

@ Ambassador Deng Xijun @ S Hus Chunying £82 ©
3 o /

committed countless horrifying crimes all over
Sin No.1: . The committed [ the world during hundreds of years of colonial rule. The

2 - world’s first concentration camp in carries
&cnmgs aga'F‘St - Over the 100 y_rs after _US with it the disgraceful brand of the British Empire.
founding, native were expelled &killed during m —
the #W . Their population plunged AT
from 5 min in late 15th century to 0.25 min in early 20th Wi} G s o p

century. Johannesburg

ONCENTRATION CAMPS

x'2

4

@ Ambassador Deng Xijun &

"
Hope would make understand necessity of
implementing in , which exactly
targets mobs who stormed HKSAR Legislature Council building
&vandalized everything inside. Double standard only harm credibility of
US political figures.

The storming of the U.S.

Capitol today is unacceptable
Lawlessness and rioting — here
or around the world - is always
unacceptable. | have travelled

to many countries and always
support the right of every human
being to protest peacefully for
their beliefs and their causes
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While much of the US-China rivalry amplified by pro-China propaganda networks focused
on technology or competing industries, this network also targets COVID vaccine diplomacy
and provisions. We noticed many posts targeting the US and COVID issue, such as the posts
seen below.

# BabulBa
‘();,, May 7 at 2:59 AM - @

#Z[E The WHO supported China's vaccines, and the Biden
government immediately announced that it would give up vaccine
patents. What are the intentions?

HELHEFESE  SERTHMDETHFEEET 58

.
Ar——— e - ——— B e
- e et AL e et 8. e
SEB— 4 S | S S vt S S S D i
W Sees i CAeAE T METE Ve 8 e et e B
Dttt -
B e e e e, e
R | a——— ——
———— . —
o e o e A
R aan
-
ae e et e e A wte e e e
e rer
- W — ——

O 52 7 Comments 37 Shares

’ Jude Miranda

The rise of China threatens the survival of the United States?
Someone finally tells the truth: the problem is in Washington, not Beijing

4 B
) Containing China will inevitably fail! The U.S. has fallen into
reincarnation, Congressional Police: The riots may repeat itself

MR R EE? HFHANRKE: ol B SFliini 4

L5 Wt HRRE TN GRS MO AR A
A P

AR, Pragmo Jazz Vault 2zVault
R Want to use three methods to "defeat China" and save American

Jude Miranda
hegemony? The rise of China cannot be stopped by the United States

The United States is creating a crisis at the door of China

B =HTRORCPE, RHERATR? PHEERENSAT

5 W IEAE P H K1 Ol —35 il
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This content was also echoed on YouTube through video and comments.

The United States still maintains the Cold War mentality
in an attempt to pursue hegemonism

the United States should take a cloé.é_r look at its 6wn situation,
including the humanrights in‘the' United States,

P Pl o) 0447104

The United States tried to suppress China, but it was itself that suffered in the end

rodela smithy 1 mon 0
In the end he shot himself in the foot

e 9

gaven simard 1 month ago

World competition is not a zero-sum game, it should have a strategic vision

Harry Welch 1 month

The United States lacks strategic vision and is short-sighted

s
fred valerie 1 mont!

What is the demeanor of a great power in the United States doing this?

_ Al
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US and global conflict

We also identified a new narrative after US President Biden's announcement to withdraw troops
from Afghanistan. The content used the US hashtag to spread its content. This may have also
been an attempt to catch on to any potential trending status of the tag.

The content was posted just days after reporting started to circulate of Biden's notice to withdraw

troops. In what appeared to be a new subsect of the campaign, the narrative was fed into the
networks and amplified primarily on April 16 and 17.

Jude Miranda @judeyow - Apr 17

The U.S. leaves the quagmire of the war in Afghanistan, but
Afghanistan pays for the consequences

5 [ 4l S o] 5 AR YRR, S RN R K

LU ELRTER naesy »

"
_ B“Iﬂmil_"

WA ILGRS . AR

..m-mm“ mzs

R R
THENEH U SRR LA R0 EMP I S IR R T DU
Rt SRR SuTERN:

-n—vmmu-u. o
"e "..I WA
Ir20ea

A n.-nn-u-u-l-ux lmlﬂi u-u-ul-num
Rk JEwans. -nm CEASETERGAAFRNNNS R ANA S ONARSGUIRT SENEY . KR AR SRAFETSE .
Enaan. T-NNED SRR, Ameazy.

e un'n'm
- ]

"
R TS ASSNATENE VNS YRERY . WINARLLRIeS.
MATRANET - nawmm s T E R R Reae.
ZEARGES. CANEiannAsaane

WEAGHNE AT m—nuuum MEANENARSRT .
ARLIAT NEIRANALANES. SRSINKRISHCINIYERE MPEARSIANE -SAY.
It mmln-unmm Mml--.‘ e L

MAREE AT EINNN . A RURA RN SRR BN R SR AR AT RARRATAN A - SR IAE . R

o
Iuvll ETRSS AR SATRLCHEHEON. BATR . P ZERSUNARECAR SR CD RETHR T B Wﬂn
- %ut PRSI RMENTUR BRNES O a0 CRERTIN - EINETVARIE . 1588
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‘a adelita adelisa @AdelitaAdelisa - Apr 17

== The U.S. media asked: What did the U.S. do in Afghanistan? The
U.S. does not know

KR REERETMTH4? XEAECBAKE

WIBAEA N NN SR ARO W LL T cansAn AR, Benas- AR RS 0

MO, WARE 000 RAY . EEEMESANT - WYY

RN AT SFERE NN B TS NATR SRS 0N S BAE AU T ART B N

. s 0k ERNARANEEE
Tonums. 21 SAXRTEE. ASAE. AENLR _ AREADRRAE 0 - N aWe
MRETAN, A EEAUR LANENES. BREn
AENAL NEFS2 SOnESSaN AR OO SRAR. CHANES ) RRRSTARNE L IN. AEINE SHNER. REFUNERRE- RN
ante.

ne TERE- SHNRNNAT S ATEN:

CCHARAME. NEASUARRELEEAT. ARNEL 0 RAN G REANETTRAT. AYRES.

ATARAZGTME . CREAMNG .
0N ARNEASENSENET 8 TE RO, ERN AR MRS AN

ey
EA SR L ELE LU L L

/) riy @neptuhnus - Apr 16

The United States announced its withdrawal from Afghanistan,
and the goal of a unipolar world was officially declared bankrupt!

S8 [0 B A0 ANl P R S0 B A IE 1 25 7
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US and violence

It is clear that an event such as the storming of the Capitol in Washington on January 6, 2021,
would be a prime target for pro-China propaganda networks seeking to amplify content and sow
discord in the public. Our research identified some of that content being shared through
comments and posts on some of the platforms, as well as in videos and comments on YouTube.

Videos targeting issues of ‘violent demonstrations’ in the US are not new and have been a
persistent theme throughout pro-China propaganda networks. In this video, with the title

originally written in Chinese, it establishes a grim outlook for the US with more violent protests
on the way.

bl N 121/22

The United States has sounded the red alarm! Violent demonstrations "exploded” in the United States? Prepare for the worst
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Below the post are 10 comments with statements such as “It's not easy for the American people”,
‘Leaving the US. is the best choice” and “Come and save the American people”, further
amplifying the messaging of the video. These comments are an attempt to drive legitimacy of
the post.

Kernighan Saul 2 w
So many things happened in a short period of time

i &' REPLY

Jensvold Cleta 2 w

so horrible

s &' REPLY

Weird 2 weeks ago

There is no safe place

i ® REPLY

Bilotto Billy 2 we

There is really no safety at all

i@ §' REPLY

Durala 2 weeks ago

America is going to explode

@ &' REPLY

Li Feixiang 2

It's not easy for the American people
@ &' REPLY

Beautiful distributor 2 go
The American people are so pitiful
s &' REPLY

Meteor Shower Meteor Sword 2
Come and save the American people
i@ §' REPLY

Yang Xinruo ?

Fly out of the U.S.

e §'  REPLY

Caroway Ivana 2 w go

Leaving the U.S. is the best choice

i '  REPLY
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Narrative summary

While the narratives target different subjects and deliver alternative types of posts, images and
text to either amplify, discredit or shift a focus of an agenda, they all promote one overarching
theme - which is to boost the profile of China and squash or discredit the west and any group
that is critical of the Chinese Government.

The narratives are amplified by a coordinated influence operation on Twitter, Facebook and
YouTube using a mix of fake and stolen accounts and distort perceptions on important issues.

These narratives are closely in line with those being pushed by China-state representatives and
state-linked media outlets.
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About the Centre for Information Resilience

The Centre for Information Resilience (CIR) is an independent, non-profit social enterprise
dedicated to identifying, countering and exposing influence operations.

The CIR, supported by an advisory board of experts, works to raise awareness among
policymakers, journalists and the public of the risks posed by influence operations by hostile
actors, including malign states and “domestic disinformers”. Once identified, the CIR works with
a global network of partners to counter these threats to democracy.

The CIR fulfils its mission through three strands - research and programmes, the Global
Investigations Unit and our Resilience Network. WWe are a collaborative initiative; we work with
partners including civil society, the media, grassroots organisations, academia and democratic

governments to coordinate activities.

We believe the scale of the problem demands an ambitious, collective response.

79



Centre for
Information
Resilience

© 2021




