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This report exposes a coordinated influence operation that uses fake personas on multiple social
media platforms to promote narratives arguing that “real” Sikhs support the Indian government
and Indian nationalism, and that advocates of Sikh autonomy and independence are extremist
or terrorist.

The report identifies a core network of fake accounts that target other accounts supportive of
Indian nationalism in order to spread and amplify the content and narratives generated by the
core network. The report analyses the common profiles, content and tactics of the fake accounts
which indicate their activity to be significantly coordinated.
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Summary of findings

The network of fake accounts

A coordinated influence operation on Twitter, Facebook and Instagram is using fake personas
acting as influencers within the Sikh community to discredit the push for Sikh independence,
label Sikh political interests as extremist, stoke cultural tensions within India and international
communities, and promote Indian Government content.

Our research identified a core network of 80 fake accounts that interacts with a much wider
network of accounts, which appear to be authentic, to spread and amplify content generated by
the core network.

The content produced by the network has endorsement from verified accounts and has
breakouts on news and informational sites, where tweets from the core fake network are either
linked to, or embedded in, posts.

While the core fake network maintained its presence on all three platforms through repeated
posting and sharing of content produced by the other fake accounts, it gained significant
momentum through its activity on Twitter, rather than Facebook or Instagram. For example, one
tweet from one of the fake accounts on Twitter had more than 3,000 retweets and 16,000 likes,
which was significantly more than any of the metrics identified on Facebook or Instagram.

That core network of fake accounts comprises of:

¢ 133 fake accounts on Twitter with a total of more than 84,000 followers.

e 29 fake accounts on Facebook with more than 80,000 combined ‘friend’. Of the fake accounts,
22 were the same personas identified on Twitter, and used the same image, name, cover
photo, and posted the same content.

e 18 fake accounts on Instagram, of which 14 were also copies of the personas on Facebook
and 16 were copies of personas identified on Twitter.

Out of all of the accounts, 14 fake personas had accounts on all three platforms, using the exact
same names, profile images, cover photos and same posts.

The fake accounts claim to be both “Real Sikhs" and “proud Indians”. They use profile pictures
stolen from celebrity social media accounts, use names common in Sikh communities to appear
as legitimate members of the Sikh community, and are brazen in their calling out of whether
someone is a “Real Sikh" or a “fake Sikh". The fake accounts do not show signs of automation,
but rather appear to be human-operated, acting as ‘'sock puppet’ accounts with the
same personas replicated over multiple platforms and repeating the same content. The core
network is supported by a large network of authentic accounts which primarily identify
as Hindu nationalists.
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Image 1. Examples of the core fake accounts using images from authentic accounts

Narratives promoted by the fake network

The accounts target their content at numerous issues, but primarily use the Khalistan movement
to claim any notion of Sikh independence is extremist and terrorist related, that Pakistan is
fuelling Sikh independence movements in India, and that western countries (hamely the UK, US
and Canada) are harbouring Sikh terrorist groups. The network uses hashtags related to Khalistan
and terrorism when commenting on significant issues in India and abroad to target Sikh
independence, farmers' protests, activists and more.

Some of the fake network's messaging included statements calling for action such as Indian
“Nationalists shouldn't remain watching silently” and that they “need to counter & expose them
[ the Khalistani movement for Sikh independencel” to “save India” from “Pakistan, Canada, UK,
and US".

The network increased its activity since the commencement of the farmers' protests in India
which have been ongoing since late 2020. Both the farmers' protests and the Khalistan
independence movement have been the two most frequently targeted subjects of the core
network of fake accounts.
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The political and information context

The farmers' protests have been an ongoing protest movement in response to legislation
relating to farming passed by the Indian Government in 2020. In November 2021, the Indian
Government announced the repeal of the laws amidst mounting pressure and scrutiny over the
laws. The laws were contested by farmer unions claiming they were ‘anti-farmer’ as the laws put
farmers 'in danger of becoming captive to companies’ and that farmers would be left worse off.

Numerous media outlets claimed the farmers' protests were hijacked or infiltrated by ‘extremist’
groups. These were fuelled by claims from Indian politicians such as National General Secretary
of the Bharatiya Janata Party (BJP) Dushyant Kumar Gautam that there were links between the
farmers and the pro-independence Khalistan movement. However, some farmers claimed the
BJP's statements about extremism were ‘government propaganda’ to delegitimise the
movement, label farmers as terrorists, and scare people into supporting the government to
crackdown on the demonstrations.

The core network of fake accounts promotes content that labels the Khalistan movement as
extremist. The Khalistan movement refers to a campaign for the creation of a sovereign Sikh
state (called Khalistan) in Punjab, India, which became highly politicised following a military
campaign in 1984 called '‘Operation Bluestar'. In that campaign, the Indian military stormed the
Golden Temple in Amritsar in an attempt to remove Sikh militants. Human rights' researchers
reported that thousands were killed, most of them civilians. This led to outrage and further calls
for an independent state. Human rights' researchers documented increasingly brutal methods
used by security forces in the crackdown on advocates of independence following Operation
Bluestar, including “arbitrary arrests, torture, prolonged detention without trial, disappearances
and summary killings of civilians and suspected militants”.

In the content produced by the fake network, many of the memes and text are promoting the
narrative that the Khalistani movement was ‘trying to hijack the farmers protest’ which is an
attempt to delegitimise the farmers movement and shift the debate away from the farmer laws
and into what the accounts claim is an issue about “terrorism” and “Khalistan".

The use of social media to influence narratives in India has been an ongoing issue. In 2019
Facebook removed more than 600 pages and accounts that were engaged in ‘coordinated
inauthentic behaviour' and were ‘linked to individuals associated with an IT Cell of the Indian
National Congress (INC)'. On Twitter, numerous inauthentic campaigns have been exposed such
as mass manipulation during elections using Google Docs to spread messaging supportive of
the Indian Government. There have also been inauthentic operations targeting the EU and UN,
fake news sites, fake fact checking sites promoting the Indian Government and discrediting its
opponents, pro-government actors amplifying violence against protesting farmers and claims of
state-linked trolling campaigns.



https://www.theguardian.com/world/2021/nov/19/indian-pm-narendra-modi-to-repeal-farm-laws-after-year-of-protests
https://www.aljazeera.com/news/2021/11/19/timeline-india-farmers-year-long-protests-farm-laws
https://www.thequint.com/news/india/farmers-protesting-the-3-new-ordinances#read-more
https://www.thequint.com/news/india/farmers-protesting-the-3-new-ordinances#read-more
https://www.deccanherald.com/national/national-politics/now-farmers-will-be-back-to-serfdom-at-the-mercy-of-big-corporates-manish-tewari-891010.html
https://www.deccanherald.com/national/national-politics/now-farmers-will-be-back-to-serfdom-at-the-mercy-of-big-corporates-manish-tewari-891010.html
https://www.dnaindia.com/india/report-dna-special-farmers-protest-hijacked-by-political-parties-khalistan-terrorists-2858931
https://timesofindia.indiatimes.com/india/khalistan-supporters-have-infiltrated-farmers-protest-attorney-general-to-sc/articleshow/80233189.cms
https://www.hindustantimes.com/india-news/farmers-protest-hijacked-by-extremists-cong-wants-to-incite-riots-bjp-leader/story-N7j2RQk6Ajs6qS5mnhkPvM.html
https://www.newindianexpress.com/cities/delhi/2021/feb/05/farmers-protest-calling-us-terrorists-is-governments-propaganda-todestroy-our-movement-2259818.html
https://qz.com/india/1966256/anti-sikh-prejudice-threatens-to-derail-indias-farmer-protests/
https://www.jstor.org/stable/41421658?read-now=1&seq=2#page_scan_tab_contents
https://www.jstor.org/stable/41421658?read-now=1&seq=2#page_scan_tab_contents
https://www.hrw.org/reports/INDIA918.PDF
https://www.hrw.org/reports/INDIA918.PDF
https://www.hrw.org/reports/INDIA918.PDF
https://about.fb.com/news/2019/04/cib-and-spam-from-india-pakistan/
https://benjaminstrick.com/inside-an-influence-operation-targeting-west-bengali-politics/
https://www.disinfo.eu/publications/indian-chronicles-deep-dive-into-a-15-year-operation-targeting-the-eu-and-un-to-serve-indian-interests
https://www.huffpost.com/archive/in/entry/how-modi-shah-turned-a-women-s-rights-ngo-into-a-secret-election-propaganda-machine_in_5ca5962ce4b05acba4dc1819
https://medium.com/dfrlab/bogus-fact-checking-site-amplified-by-dozens-of-indian-embassies-on-social-media-7b4b31004699
https://medium.com/dfrlab/pro-govt-actors-amplify-hashtags-calling-for-violence-against-protesting-farmers-in-india-9bd681cf6605
https://www.buzzfeednews.com/article/pranavdixit/bjp-trolled-indians
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While there appears to be significant efforts to manipulate the digital information space, there
are also signs of government-backed censorship and restrictions on media and those critical of
the government. For example, in July 2021 Twitter issued a transparency report indicating that
India was the ‘single largest source of government information requests’, accounting for 25% of
the global volume. Twitter also removed numerous tweets critical of the Indian Government'’s
handling of the coronavirus pandemic, at the request of the Indian Government. The platform
has also been served with blocking orders by the Indian Government.

Assessing the impact of the fake accounts

Assessing the impact of the network, and others like it, is difficult given the nature of post-review
metrics. However, one proven method to evaluate the impact of the network was summarised
in a report detailing a ‘Breakout Scale’ by Ben Nimmo, Global Influence Operations Threat
Intelligence lead at Facebook parent company Meta.

The Breakout Scale is a model that addresses the challenge of assessing the impact of influence
operations and disinformation. It divides influence operations into six categories indicative of
‘whether they remain on one platform or travel across multiple platforms (including traditional
media and policy debates), and whether they remain in one community or spread through many
communities’.

THE BREAKOUT SCALE

OO

CATEGORY ONE CATEGORY TWO : CATEGORY SIX
one platform, no breakout one platform, breakout OR multiple platforms, cross-medium breakout celebrity amplification policy response OR
many platforms, no multiple breakouts call for violence
breakout

The core network of fake accounts appears to have gained significant traction on Twitter with
breakouts into news and information sites. In some cases, this would either be links in the articles
to the Twitter accounts, or in other cases it was embedded tweets within news posts. These
breakouts appear to be organic in nature.

The network is also present on Facebook and Instagram. We consider this network to fall within
Category three of the breakout scale. Category three specifically looks at the network's
presence on multiple platforms with multiple breakouts.


https://blog.twitter.com/en_us/topics/company/2021/an-update-to-the-twitter-transparency-center
https://blog.twitter.com/en_us/topics/company/2021/an-update-to-the-twitter-transparency-center
https://www.theverge.com/2021/4/24/22400976/twitter-removed-tweets-critical-india-censor-coronavirus
https://blog.twitter.com/en_in/topics/company/2020/twitters-response-indian-government
https://www.brookings.edu/wp-content/uploads/2020/09/Nimmo_influence_operations_PDF.pdf
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In terms of the organic interactions with the network, there appears to be significant uptake
primarily on Twitter in terms of retweets and likes. There appears to be high levels of
amplification of some tweets (with tweets like this getting more than 16k likes). We also identified
a number of interactions and endorsements from the verified accounts of public figures,
humanitarians and personalities. For example: here, here, here, here and here.

We also identified the spread, or breakout, of the network's content to other websites through
what appears to have been organic sharing (the pages and accounts sharing them do not appear
to be part of the network). For example, the fake network's content was present as embedded
links within articles on commentary and news blog sites including: Latestly, Voice of India World,
Asianetnews, IndiaTV, NewsCom. This is likely to have strengthened the legitimacy of the fake
network’'s content and increased its exposure and is a clear example of a breakout from the
network's presence on social media platforms to off-platform sites.

Implications for India’s political and social cohesion

Our research has exposed an inauthentic influence operation that is using fake accounts in a
coordinated manner across multiple social media platforms to promote narratives and content
arguing that Sikh independence is not compatible with either the values of a “real” Sikh, Indian
national interests, or support for the current government and that anyone advocating
independence is an extremist or even a terrorist.

The core of the network are accounts positioning themselves as true Sikhs, whilst their content
is amplified by accounts self-identifying as Indian nationalists. This suggests the influence
operation may be targeting audiences within both Sikh and Hindu communities. The profiles of
the fake accounts, their adoption of common Sikh names, their use of similar if not identical spam
hashtags and content, and our analysis of their interactions with other Twitter users, suggests
their activity is coordinated.

The basis of this report is publicly available information. This enables identification of narratives,
tactics, and techniques, but precludes attribution of responsibility for the fake network and its
activity to specific actors. Conclusive attribution requires a number of points, one of which is
access to data held by social media companies which is not accessible to external researchers
such as the Centre for Information Resilience.

However, application of the Breakout Scale, explained above, suggests the fake network’s
impact is important given its targeting of multiple platforms, endorsement by legitimate Twitter
accounts with large followings, and further amplification through breakouts on news and blog
sites. Some tweets by the fake network which targeted the UK and Canada as homes of the
Khalistani movement have received more than 16,000 likes, indicating significant traction on
the platform.


https://archive.is/uLbmq
https://archive.ph/pY5aW
https://archive.ph/3tJNF
https://archive.ph/AlM9J
https://web.archive.org/web/20201117113312/https:/twitter.com/Tiny_Dhillon/status/1328662213322653697
https://web.archive.org/web/20200815090125/https:/twitter.com/amarprasadreddy/status/1294559155563294720
https://www.latestly.com/socially/lifestyle/festivals-events/hola-mohalla-2021-dates-and-significance-celebrate-the-sikh-festival-coinciding-with-holi-with-these-messages-and-images-2395331.html
https://www.voiworld.com/rally-organised-by-global-indians-against-separatist-agenda/
https://telugu.asianetnews.com/international/patriotic-sikh-community-took-out-a-tricolor-rally-to-protest-against-khalistanis-in-canada-qo46km
https://www.indiatv.in/world/around-the-world-patriotic-indians-took-out-a-tiranga-rally-to-protest-against-the-khalistanis-in-canada-770724
https://newscomworld.com/2021/06/23/project-khalistan-reignited-in-canada-the-rise-of-aggressive-anti-indian-movement-in-canada/
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Continuation or expansion of the network’s activity therefore risks reducing cohesion within the
Sikh  community, weakening trust and understanding between India's different religious
communities, and increasing social divisions that could undermine the stability of one of the
world's largest and most diverse democracies. The network's advocacy that supporters of Sikh
independence are extremist or terrorist, and that Indian nationalists must take action against
them, may contribute to an environment in which some actors consider intimidation of, or
violence towards, the Sikh community as legitimate.
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Part one: Twitter RealSikh Network analysis

This section of the report is focused on how content generated by the fake network has spread
via Twitter, specifically how it used the platform to spread and amplify its narratives opposing
Sikh independence and supporting Indian nationalism.

Through our research, we identified a core group of 33 fake accounts. There were a number of
traits we noticed that were unique to these accounts, which assisted in the identification of the
rest of the accounts in the network.

The common characteristics of the accounts were:

1. All had more than 2,000 followers, with the exception of one account that appeared to be
new in the network. Accounts with more activity had more than 6,000 followers each.

2. All of the accounts appear to follow as many accounts as they have following them, if
not more.

3. The followers of the accounts, as well as the accounts themselves, appear to be human-
operated and not automated.

4. All of the accounts use names that are very clearly Sikh names in order to be seen as Sikh and

as part of the community.

Almost all of the fake accounts use profile pictures of celebrities

All of the accounts used repetitive hashtags with the word ‘Khalistani' in them, for example

#Khalistanis, #RealSikhsAgainstKhalistan, #SikhsRejectKhalistan and #ShameOnKhalistanis.

o o

These common characteristics provide an insight into how content and narratives promoted by
the network are spread and amplified. The following paragraphs provide a more detailed
analysis of those characteristics.

Network analysis

We collected the data of 398 accounts that had liked, retweeted or commented on tweets that
used the hashtags #RealSikhsAgainstKhalistan, #SikhsRejectKhalistan and #RealSikhs. These
were three hashtags that appeared to be commonly used in the network, particularly by
accounts with larger numbers of followers.

This data was collected by querying Twitter using the Twitter Search API to obtain recent tweets
matching the queried hashtag. This was done in order to track the spread of the conversation
relating to each hashtag, rather than the tweets alone, in order to then identify amplifier accounts
and to assess the impact of the network.

We created a visualisation of this network, below, with the nodes (accounts) appearing as circles,
and interactions between accounts such as likes, retweets and comments, represented as lines
between the nodes.

10



Centre for
Information
Resilience

simrank6041

nupurkauri

harbakdh 760227
sanprodia21337
Kaurfiroop
_islipreot
ox_kiilistan
baanik 916045

Image 2: Visualisation of interactions between core fake accounts and other Twitter users.

The visualisation uses a dual circle layout function in Gephi to identify the accounts that have
more prominence within the network. In the inner circle the nodes and their names appear larger
to illustrate the higher number of interactions (likes, comments and retweets) between the
specific posts that used one of the “Khalistani” hashtags and other accounts.

Visualisations based on the number of interactions are helpful in identifying not only the
accounts that have more traction - in this case the core network of 80 fake accounts - but also
the supporters of those core accounts who spread and amplify their content.

It is also helpful as a visual aid to highlight the significance of how a small number of well-

curated ‘'sock puppet’ accounts that post regularly and target an existing genre of culture online,
can influence public opinions and amplify specific talking points to such a wide audience.

11
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For example, the most popular account in this dataset is @simrank60419840. In the image below,
we can see through the account's connections, that there is prominent support from both the
outer circle (the wider Twitter community), as well as from the inner circle (the core fake

accounts), especially on the right side of the inner circle which are ranked anticlockwise in terms
of prominence.

sunprellaz1237 oibmsos
nipandAIsE29)
a@hrocp

mo
«_ilreet

singhodiindeess

o sasimil@kaur
smita @shore.

harundiresazy

Image 3: Network analysis focused on Twitter account @simrank60419840.
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The same pattern can be identified in other larger accounts, such as @nupurkauri,
@sukhlee72644266, amarjot42854873 and @akhalistan.

While an overview of a sample of the network's activity is useful in capturing possible
size, spread and how it amplifies its content, it is important to observe the granular detail of
individual accounts to identify their tactics, techniques and procedures in manipulating the
information space.

13
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Profiles of the followers of the core network of fake accounts

Many of the accounts appeared to have large numbers of followers, and were following just as
many accounts, if not more. This may indicate that there has been a considerable effort spent to
build up these accounts by following those that fall within the target audience or intended
demographic of this influence operation.

Below are some of the accounts in the network to indicate the follower/following ratio.

@)

Simran Kaur Jimmy Kaur

2,756 |
i \‘* b
| Chiragdeep Dahiya

Tanvir Sandhu
: s A

= A let's spread some awareness about

3,167 2,470 Fo

Nupur Kaur

Jasmeet Kaur
v sikh

2,088

Many of the accounts in the network appear to have overlaps with other fake accounts in terms
of both the people they follow as well as the people they have following them. For example,
in an assessment of accounts @kaurgunjann, @jimmykaur3 and @simrank60419840 there are
1,042 accounts that are followed by all three. There are also 1,007 accounts that follow all
three accounts. These following accounts appear to be authentic human-operated, and do not
appear to be using methods of automation that have been seen in other social media
amplification networks.

14
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Below is a visualisation made through Followerwonk of the overlap of the accounts.

7,577 followers of KaurGunjann
2,180 followers of JimmyKaur3
B 6,937 followers of SimranK60419840

only of Ki j » 4,568 37.0%
only of yKaur3 » 582 4.7%
followers only of SimranK60419840 » 3,827 31.0%
only of Kaur j & 245 20%
JimmyKaur3 »
only of K It & 1,757 14.2%
SimranK60419840 »
only of JimmyKaur3 & 346 26°
SimranK60419840 »
followers of all three » 1,007 82
combined total followers 12,332
_ Gunijan Kaur Jimmy Kaur Simran Kaur
» Social 72 Social 52 Social 60
Authority: Authority: A Authority:
Followers: 7,577 Followers: 2,180 1 Followers: 6,937
e ﬂ Time on: 1.78 years ﬁ E Time on: 1.01 years ﬁ ﬂ Time on: 1.84 years
Retweets: 83.5% Retweets: 92.5%
@Contacts 8.5% @Contacts 4.5%
URL 16.5% URL 7.5%
tweets: tweets:
10k 200
500 50
0 0 0k 0
days on twitter avg followers per week (O total tweets avg tweets per week O

While the overlap of followers across accounts does not indicate anything specific on its own, it
should be taken in context with the analysis of other publicly available information. For example,
we also assessed the biography field of the Twitter accounts that were following five of the most
prominent fake accounts as the biographies of the followers frequently included the words
“proud”, “Indian”, “Hindu" and “nationalist”.

15
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We looked in detail at the biographies of the followers of five accounts from the core fake
network: @KaurGunjann, @JimmyKaur3, @Jasmeet0g660105 @Gurpreeg1384693 and
@SimranK60419840. Word-clouds were created to indicate the most commonly used words in
the followers' biographies. Those word-clouds can be seen below.

Bio word cloud of KaurGunjann's followers

To help make sense of the "biography" field of each Twitter user, we've assembled this word
cloud which shows you the most frequently occuring words.

prOUd - indian — hindu — love — nationalist — india — follow — jai — first — rts

— nation - life — endorsement — endorsements — engineer — personal — fan — views - lover — social — back — student — 3t — only — world

Bio word cloud of JimmyKaur3's followers

To help make sense of the "biography” field of each Twitter user, we've assembled this word
cloud which shows you the most frequently occuring words.

pI’OUd — indian — hindu — india — love - nationalist — follow — jai — first — nation —

endorsement — life — back — lover — fan — engineer — student — rts — hind — s — worid — sikh — endorsements — persanal - people

Bio word cloud of Jasmeet09660105's followers

To help make sense of the "biography" field of each Twitter user, we've assembled this word
cloud which shows you the most frequently occuring words.

p ro Ud - Ind I an — hindu — love — india - jai — follow — nationalist — endorsement —

life — first — lover — nation — ris — live — engineer — back — sikh — support - W@ — bharat - en onts ~ views ~ social - W

Bio word cloud of Gurpree91384693's followers

To help make sense of the "biography" field of each Twitter user, we've assembled this word
cloud which shows you the most frequently occuring words.

proud = indian — hindu — follow — india — love — nationalist — first — jai -

nation — life — endorsement — fan — back — sikh — engineer — endorsements — personal — rts — lover — world — & — religion — country — student

Bio word cloud of 60419840's

To help make sense of the "biography” field of each Twitter user, we've assembled this word
cloud which shows you the most frequently occuring words.

prOUd — indian — hindu — love - nationalist — india — follow — jai — first —

endorsement — nation — rts — life — endorsements — fan - engineer — personal — lover — bharat ~ back — & - ¥ - right - views — world

16
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The word-clouds indicate that there appears to be strong similarities in the biographies of many
of the followers of the accounts and the overlap of words such as “proud”, “Hindu” and
“nationalist”. This may be explained by the pre-existence on Twitter of a number of accounts
whose owners are supportive of Indian nationalism and who have chosen to follow discussions
of Sikh-related issues on Twitter by tracking the hashtags aimed at the Khalistani movement.
This interpretation would also explain the existence of overlapping followers of the fake
accounts, and overlaps in who they follow, that was analysed above.

The connection between these - likely authentic — accounts and the core network of fake
accounts may be due to the core accounts having identified people on Twitter already posting
pro-government and nationalist content and having then connected with those people in order
to utilise them as a body of nationalist supporters that will amplify the core network's tweets.

Names of the fake accounts

Examining a list of 33 accounts on Twitter we identified in our research, 18 of them use the
surname “Kaur”". Kaur is a common surname for Sikh women as it means ‘princess.

Other surnames that appeared in the core network of fake accounts were Dahiya, Singh and
Sandhu, all of which are also common Sikh surnames.

The use of these names, along with the fake profile pictures and the ‘proud to be Sikh' slogans
often seen tweeted from the accounts, appears to indicate that these accounts wanted to be
seen as Sikhs in order for their narratives on Sikh agendas to be influential

Tweets from the fake accounts included messaging intended to convey their legitimacy as Sikhs
through tweets about “RealSikhs™" and “FakeSikhs", before advocating the positions that Sikh's
should take on political issues such as independence. Below are examples of how this was done.
These posts were identified by searching the phrase “#RealSikh and a #FakeSikh".

17



 Sanpreet Kaur @Sanpr 37 - May 28
‘&" Pyaari Sadh Sangat Ji A, kindly understand the difference between a
' and a = . You can see one of the real
examples in this image.

@QCh5ZC7CBoKMo2y

r There was a Sikh who
/\

AP Sacrificed his life for Tiranga
o1

And there is a Sikh who
burned it

9 \ Prabhjot Juneja @PrabhjotJuneja
The reply of a to the
there is no place for Khalistan. And no Sikh wants

-~

< A
‘1))"”
T :Tll.=|l‘:, 2

S
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Jeevanjot Dhillon @JeevanjotDhill1 - May 27
)
\ o / The difference between a is pretty clear from
this picture. are not

There was a Sikh who

Sacrificed his life for Tiranga

And there is a Sikh who
burned it

19\ Chiragdeep Dahiya @Chir )ahi1 - Oct )
\ 3 This is the difference between a and a . Whom you
want to follow? A who died fighting for our country or a
who spreads at Pakistan's behest?
Salute to Subedar Joginder Singh (RELL

FAKE SIKH

GURPATWANT SINGH PANNUN
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Simran Kaur @ INK¢ 0 22 20

Reviving militancy in Punjab! That's the real agenda of

and his , supported by through back-channels. is
not a . but a monster who wants to destroy Punjab on behalf of
Pakistan. Never forgive Pannun! Pannun

Anti-India group SFJ's legal advisor writes to Chinese envoy to Pakistan
to revive militancy in Punjab

Sikhs for Justice receives backing from Pakistan’s ISI and was recently banned by the Indian government for anti-India activities.

KEY HIGHLIGHTS

* SFJ will defy the ban by hoisting
Khalistan flags outside Indian consulates

on August 15
SFJ has ties with Pakistan's Inter
Services Intelligence

Referendum 2020 campaign has been
used by Pakistan through SFJ against

India

Here is the difference between a and a or
. Real Sikhs stand for while fake Sikhs or Khalistanis
stand for violence.

;é\ Jasmeet Kaur @Jasme
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Fake profile pictures

Many of the fake accounts in the core network identified in this research used images of
celebrities as their profile pictures. While an initial image reverse search did not reveal the same
images immediately, after repeated searches of similar looking people we were able to identify
the exact same images used by the celebrities and confirm that the image was indeed fake.

This also indicates an attempt to make the search for the profile images slightly more difficult
than just through an image reverse search. The majority of core accounts used images that were
not immediately present after conducting an image reverse search on Google Image reverse
search or Yandex image reverse search. Some of the accounts had either used images that were
on social media platforms such as Instagram, that did not index on Google.

One of the accounts with more than 6,000 followers is Simraun Kaur, who uses the Twitter handle
@SimranK60419840. Simraun's profile image is actually that of Neeru Bajwa, a Canadian actress
who started her career in Bollywood films.

Another account, Nupur Kaur, who also identifies as Sikh through her biography, is actually the
photo of the sister of Mubashra Aslam, seen here in a dress.

Tanvir Sandhu, is using the image of actress Isha Rikhi.

March 25, 2017 - @

@ Official:isha RIKHI updated their profile picture

Tanvir Sandhu
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Gunjan Kaur is using the image of actress Mandy Takhar.

Mandy Takhar

also known as Mandeep Kaur Takhar

ACTOR
Born: May 01, 1987, Wolverhampton, U.K

Gunjan Kaur

Mandeep Kaur Takhar, better known by her screen name Mandy Takhar
actress who is noted for her work in Punjabi cinema. Born and raised in V
Mandy comes from a traditional Sikh family that has roots in Phagwara, P

Armajot Kaur uses an image of Nimrat Khaira.

} bl 1
e =
- 7 -B

Amarjot Kaur
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Jimmy Kaur uses an image of Punjabi actress \Wamiga Gabbi.

GRAM

Famous Punjabis Worldwide

Jimmy Kaur

While the use of fake profile pictures may appear to be deceptive, it does not, on its own, mean
that there is inauthentic activity. But rather, in looking at the whole, it appears that the use of fake
profile pictures in this network may indicate the intention to conceal the identity of the real
actor/s behind the accounts and represent themselves as something they are not.
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Repeat use of similar hashtags across the network

There are signs that the core network of fake accounts is coordinated through the use of the
same, or very similar hashtags. These are often specific to the narratives which will be discussed
more below.

While the use of the hashtags #RealSikh and #FakeSikh have already been referenced above,
their usage has been common in the network whenever there is criticism of a Sikh issue - this
has been especially the case around the issue of the Khalistani movement, with many tweets
claiming that #FakeSikhs support the Khalistani movement, as seen below.

Here is the difference between a and a or

Y é \ Jasmeet Kaur @Jasmeet09660105 - 20h
sl . Real Sikhs stand for while fake Sikhs or Khalistanis

stand for violence.
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Many of the accounts identified in the core network use similar keywords in their hashtags in

different variations, many of which are hashtags unique to this network and not used by others.

For example, this can be seen in the account below targeting the Khalistan word in the tags.

3 I\. Q T o

Ravneet Kaur

@Ravneet85005514
i3}l Joined March 2020

4,680 Following 2,662 Followers

e follov

Tweets & replies Media

Pinned Tweet

Ravneet Kaur @Ravneet8500 4 - Jul 12
As a , | find the reality of #QE e that is so horrible and cruel
which makes me cry. Khalista

Khalistan

(@\ Ravneet Kaur @Ravneet85005514 - 2h
¢ ; , and other religious organisation tell me how
is this acceptable to you all? | am sorry but, | detest such stunts of

Khalistan[ii5(eJeJe[-}:} Khalista Khalistan
Khalistan
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hashtags
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used by ‘Ravneet Kaur' such as

#NeverForgetKhalistanTerrorism, we can identify further amplification of this hashtag which
crosses over with many of the accounts identified in this report.

@ Karanveer Singh

Now, leave
us alone...

4% Amritpal

y are the reason for our sorrows. So, why should we

ever support
terror?

Karanpreet Dhillon

y These images make me cry. The damage caused by
is just not repairable. We will not let any
brutality ever again.

, which has only the motive to promote violence &

cause us this

[

.

Ahmed Nasir

support
fear?

is the cause of our misery. So, why should we
, which has only one reason to promote violence and

#NahiChahiyeKHALISTAN

What they asked for: What happened:

122 JULY

AP ARLIAMENY. 50
!

AR L
Rk PRREETINR |

Amritpal
In the 1980s,
of humanity.

terrorists in murdered the very essence
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Some hashtags targeting the Khalistan movement appear to have gone more viral than others,
such as the one below (archived here) which received more than 16,000 likes and 3,000 retweets.

Simran Kaur

Dear Khalistanis, goo

and Canada. So, go for it and don't dare to look at our India. We are proud
Indian Sikhs and we won't tolerate your presence in India.

The accounts also posted in a similar manner by tagging other accounts in threads, just like using
the hashtags. This might be to gain traction in the original tweet in the hopes of strong
amplification levels, or to signify to nationalist or supporting accounts that a new post has been
made by the influencer.
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There have been numerous topics, such as suggesting foreign harbouring of Khalistan in Canada
and the UK as well as targeting activists by mixing in several unique hashtags. An example of
this can be seen below.

ﬂ Tanvir Sandhu @TanvirSandhu1le il 2
f, ¥ The Khalistan movement has largely been confined to history. Among the
A biggest backers of the separatists during their heyday was a section of
the Sikh diaspora in Canada and the United Kingdom.

@rajanaeemstar

#ER Tanvir Sandhu @TanvirSandhu16
v,

ﬂ Tanvir Sandhu
e,

Nupur Kaur @NupurKaur 1l 22
will always bow to . Because he also promotes
and fully supports just like the dreaded
5 and other Khalistanis like him are not real
. They are not even close to

Nupur Kaur @Nupu

@thakur221072

@ Nupur Kaur @NupurKaur

@ChowkidaarVipul

Use of English for all posts by fake accounts

Much of the content seen on Twitter, as well as the other platforms, was posted in English. While
the research was conducted in English, reviews of the main influencer accounts identified very
little content posted in Punjabi. This may either be due to the targeted audience of the network
being non-language specific (using English rather than specifically Punjabi or Hindi), or because
the people operating the Sikh influencer accounts are not able to write sufficient text in Punjabi.
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Part two: Facebook and Instagram analysis

The fake Twitter accounts appear to use similar names in a standard operating persona, and
after a search on Facebook, our research identified almost all of the Twitter accounts had the

same personas on Facebook.

Many of the fake accounts used the same profile picture, and in many cases the same cover
photo to standardise the personas across platforms.

HATH JORH KE KRIYE

STA-ITAMTARUNJIT

ARDAAS HAR R0ZZ

XISE DA BURA NA KRIYE
KHIYE UCHI SUCHI SOCH

Gunjan Kaur

Sanpreet Kaur

proud to be a Sikh@

4,261 5,013

ARDAAS HAR ROZZ

KISE DA BURA NA KRIYE

RAKHIYE U UCHI SOCH

Gunjan Kaur

Posts About Friends 4003 Photos Videos More m © Message

Sanpreet Kaur

Posts About Friends 3685 Photos Videos More & Add Friend J~JVITERTTS
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It was evident throughout the research that the individual personas cross-posted content and
memes and used the same hashtags in their posts on both Twitter and Facebook.

¥ Pinned Tweet

%2, Nupur Kaur R
| g 22h-Q i,_! Nupur Kaur
Exactly, you will be arrested and will be punished soon because of
Exactly, you will be arrested and will be punished soon

your cheap tactics against the #SikhCommunity. We Sikhs won't
let you succeed ever in your fake agenda of #Khalistan.
#NahiBanegaKhalistan #FakePannun #FarziPannun

because of your cheap tactics against the
. We Sikhs won't let you succeed ever in

your fake agenda of

‘Gurpatwant Singh Pannun /na..

e*f**- PANNUN “&

KHALISTANI TERRORIST

,«?‘ Gurpatwant Singh Pannun',@ =y

J" PANNUN *%

KHALISTANI TERRORIST

oY Like (D Comment @ Share
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Nupur Kaur
August 6 at 717 AM - @

It's time to teach a lesson to #KhalistaniTerrorists by responding
them over their campaigns for #Khalistan. Let's stand firm and
destroy their stupid campaigns by responding to their falsehoods.
#GoBackPannun #PakPuppetPannun #NahiBanegaKhalistan

#SikhsReje

ali

Khalistani

Gunjan Kau
ily 30 at 4:46 AM - Q

Dear #PagalPannun, you think you are brilliant, but in reality, you
are just a stupid puppet of #Pakistan, who doesn't know anything.
kistanBehindKhalist nir #PakPuppetPannun

#ldiotPannur

Ka

oBackPannun

" aaLISTAN
-(HALISTAN..C u:l'::z';;rr

KNOW THE
REAUTY
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Nupur Kaur @Nupur r )

It's time to teach a lesson to by responding them
over their campaigns for . Let's stand firm and destroy their
stupid campaigns by responding to their falsehoods.

Khalistani

n Gunjan Kaur
Dear , you think you are brilliant, but in reality, you are just a
stupid puppet of , who doesn't know anything.

' AL.\STA
"‘:ALISTAN... ol

KNOW THE
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The personas on Facebook also had the similar hallmark of the accounts on Twitter by appearing
to have significant numbers of followers and using the same fake profile pictures which were
stolen from celebrities.

Nupur Kaur

Posts About Friends 4498 Photos Videos More v & Add Friend @ Message

\
Simran Kaur

Posts About Friends 4384 Photos Videos More & Add Friend @ Message

Follow Simran to get her public posts in your News Feed.

Y Follow
3%’ 1,792 Followers

Due to Facebook's search restrictions and privacy, we were not able to assess the authenticity
of all of the followers. However, many of the accounts we did look at appeared to be authentic
users of the platform.
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Many of the core fake accounts on Twitter and Facebook were also replicated on Instagram with
the same images and names and posted extremely similar content, however one difference was
the number of followers they had. Unlike the Twitter and Facebook accounts, however, the
Instagram accounts were following a higher number of accounts than they had followers.

kaurravneet3181 RN B - S sukhleen kaur.3133719 IS B -
o
279 posts 744 followers 2,590 following ‘ ¥ 233 posts 1,406 followers 4,944 following
' Ravneet Kaur Sukhieen Kaur
@ rosts v . w rosts

L] | PANNUN

MURDABAD|

Lot Kbatan b ' T

oY

- ! = . | Hababaha.. comect o
ATHLETICS / W / = % = Bl ﬁ
Kamalpreet Kaur
S

% K K

= KARGIL

Qualify For Final
~ = N WHEN REAL SIXHS SEE KHALISTANI
v/ PANNUN TALKING RUBBISH:

Khalistan...

DG Khalistan..,

[ _spKhalistan...

pn 2 //\x _ Khaligtan...

fyre—
Account vnpendes

kaurgunjan07 SN I -

291posts 1,793 followers 4,597 following

simran.kaur.280397 RN B -

390posts 1,777 followers 5,197 following

Simran Kaur Gunjan Kaur

W posTS m posTs
Will not allow Khalistan to be formed
in India, Himachal has come to give

a befitting reply to Gurpatwant
Pannu: Bitta

15 AUGUST | TIME: T1-00AM

L

AAN

WORLDWIDE

«t Kisan Morcha suspends Kisan Unlon I«
Khalistani octfit SFJs new conapiracy to
block Deli with tractors on August 15

4 -als target unic
Y President Ruldu Sin
Mansa for criticisin
Bhindranwale & Ter,

MING TOSEIGE

o
PARL NT & LIBERATE
KHALISTAKWITH HISTYBER ARMY
¥ Ternuaw o

- e

MEA issues Mutual
Legal Assistance
Request 1o USA for *

investigation of ;
Terrorist Organisation . |, Y
Sikhs for Justice -

-~
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Part three: Frequently targeted narratives

Our research identified a number of narratives currently being promoted by the core network of
fake accounts. While these narratives shift across different subjects, there appears to be a
consistent theme of using the Khalistani movement as a way to inflame topics.

One of the narratives identified in the research was targeting the farmers' protests. The fake
network has repeatedly used messages claiming that ‘Khalistani terrorists’ hijacked the farmers’
protests. This message, conveyed through memes and text, is likely an attempt to delegitimise
the farmers’ movement and shift the debate away from the farmer laws and into what the
accounts claim is an issue about “terrorism" and “Khalistan”.

The platforms suspended these accounts from the platforms off the back of this research, which
was just days prior to the announcement of the repeal of the farm laws in November 2021.

Simran Kaur

Everybody knows that the so-called are trying to fire
from our farmers' shoulder. Our farmers are the backbone of our
country and that is why and other terrorist organisations
are provoking the Sikh farmers. No Indian farmer supports any

Simran Kaur

Why are these notorious faces still out? They must be

arrested ASAP for their separatist agenda, for defaming the entire
and disturbing our farmers' peaceful protest

Farmers protest HIJACKED by KHALISTANIS

H Veera Kaur i ﬁ Ravneet Kaur
March 16 - Q \ January 25 - Q@

o N : " ile #SikhFz i i
The day starts with such a shocking news!! Why #UN is accepting :g:\":ems a8 g p'mes(".':‘?rzg:fﬁ:‘uiz for 'hf:: K'ef"l
money from a #Khalistani terrorist group? Is #UN not aware that and turned the pea # ss. It shifted
#SFJ is behind the turmoil inside the #FarmersProtest, and this is the focus from the # :

#ShameOnKhalis

one of its strategies to create disharmony in India? Do Not TAKE
the TERROR MONEY!!! #UNDeclineTerrorMoney #ShameOnSFJ
#SikhFarmersDontWantKhalistan #WeDontWantKhalistan
#SikhsAgainstKhalistan

#SikhFa

TIMESOFINDIA.INDIATIMES.COM

UN confirms $10,000 donation from pro-Khalistan
outfit | India News - Times of India
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One post in the fake network attempted to rally nationalists to ‘save India’ in that Indian
“Nationalists shouldn't remain watching silently” and that they “need to counter & expose them”
to “save India" from “Pakistan, Canada, UK, and US".

Nupur Kaur @NupurKaur1 - Jan 30

Few Extremists people will be there in every religion.. But Nationalists
shouldn't remain watching silently@. These Extremists orchestrated
violence even during the farmers' protest... We need to Counter &
Expose them.. To save India ®& from Pakistan, Canada, UK & US!

) 8 T3 33 QO 92 Iy

Nupur Kaur @NupurKaur1 - Jun 28

India has reached out to the United States in connection with the probe
against the Khalistan backed Sikhs for Justice. The SJF since the
beginning of the farmers' protest has been putting up posts on the social
media to incite violence.

D 3 T1 52

Nupur Kaur @NupurKaur1 - Feb 22

Many external elements are trying to interfere in the ongoing farmers'
protests, including a few fringes and notorious separatist organisations
like Sikhs For Justice ( ) which are based in West and nurtured by
Pakistan. In the garb of human rights, they know it very well

11 44

Another narrative which can be seen from the screenshots in the above posts is that foreign
countries are providing a home to the Khalistani movement and thus threatening India. There are
numerous references to the UK, Canada and the US in this context — which might indicate an
intention to convince either Sikhs in those countries that the US, UK and Canada are interfering
in India, or for Sikhs in India that those countries are trying to interfere.
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Pakistan also features heavily in claims of funding and support to the Khalistan movement. This can be seen in screenshots below
which were identified on Facebook by searching hashtags promoted by the network such as: #PakistanBehindKhalistan,
#KhalistanlsPakAgenda and #PakBehindKhalistan.

Dilpreet Chopra

March 18, 2020 - @
Do you know who is funding this so-called referendum?
Of course, they are Pakistan based intelligence agencies,
fomenting rouble i india. Ay Indian has nothieg 1o do whth this

agen: Agenda
#PakistanBanegaKhalistan #KhakstanViaLahore
O 4 Comments 35 Shares
o Like () comment A Share
Sanpreet Kaur
July 11t 7:37 PM - @

A study of the proposed #Khalistan map displays the direct
involvement of Pakistan. Historically, Lahore was the capital of the
erstwhile Sikh empire and amongst its holiest shrines remains
Gurdwara Darbar Sahib in Pakistan, now connected through the
Kartarpur corridor. #KhalistanisPakAgenda
#PakistanBehindKhalistan

Q 7 Shares

oY Like

Simmi Kaur s
August 31,2020 - @

F'm would be interested to see how Pakistan put up effort to
improve its economy, infrastructure, and people's standard of
living. We have seen a number of times how Pakistan's efforts to
get control of Kashmir collapsed - in 1965 and 99. Now they are
trying the same strategy in Punjab too, through the Khalistani
supporters. Meanwhile, the Pakistani scnsinyle disintegrating.
#Khabs! s

O comment @ Share

uPak alistan
© 390
o Like

6 Karamijot Kaur
October 2, 209 - @

Dear #Khalistani supporter Gopal Singh Chawla, you can't sail on
two boats at the same time. It's high time to choose "#Khalistan®
or #Kashmir*, As an obedient employee of #imrankhan, now you
can choose Islam instead of being a #5ikl to prove your loyalty.

7 Shares

3 Comment A Share

#KhalistanisPakAgenda

00 s 4 Comments & Shares
o Like O comment A Share

(G Sukhleen Kaur
Novomber 16, 2020 -

#Knalistan was a key component of Pakistan's military doctrine of
“bleeding India with a thousand cuts" and avenging its defeat in
the 1971 war, when India backed a rebellion of Bengali-speaking
Pakistani Muslims and carved out a new country, Bangladesh, out
of former East Pakistan. #PakAgenda #PakistanBehindKha
#KhalistanisPakAgenda

O 2 7 Shares
oY Like

Ishpreet Kaur .
July 22 at 9:54 AM - Q

The Khalistan movement has received financial and logistical
support from pro-Khalistan separatists based in the United
States, Canada, and the United Kingdom, as well as Pakistan's

stan

O comment A Share

Simranjeet Kaur
July 21 a1 745 AM - @

Major part of this so called Khalistan is in Pakistan and Pakistan's
IS1 & even common public is supporting Khalistan. So they should
give Lahore Peshawar kartarpur sahib Nankana sahib n Panja
sahib to these Khalistanis. #PakistanBehindkhal
#KhalistanlsPakAgenda

[+ RE]
o Like

Veera Kaur o
December 6, 2020 - @

Sikhs have always been Indians and share absolutely nothing with
the “Istamic Republic of Pakistan®. Yes, the name in itself tells you
that it is a country for Muslims, period. | do not have anything
against that, but, it is clear that Pakistan does not want any other
Religion to thrive. Sikhs bleed blue. #KhakstanisPakAgenda
#PakBehindKhalistan

o: 3 Shares

o Like

O comment A share

O comment @ Share

% Nirmal Deol

¥ July 14.2112:02 P - @
Pakistan has long aspired to dismember India through its 'Bleed
India’ strategy, even before the Indo-Pakistani War of 1971,
BohindKhalistan #KhalistanisPakAgenda

#Pak

oY Like

Amariot Kaur
March 22, 2020 - @

This Khalistan demand is backed by Pakistan and ISI, they invest
in it and the anti-India speakers (who happen to be Sikhs
unfortunately) get loads of money. The diaspora Sikhs are their
prime targets mainly because they are living so far from India.
#KhalistanlsPakAgenda #PakAgenda #PakistanBehindKhalistan

O Comment # share

[+ L] 11 Comments 24 Shares
o Like O comment @ Share
Nupur Kaur &

MY ywo-o

Khalistan is not just not business...it's a conspiracy to break India

into pieces. It is started out of ego, when Bangladesh was

separated from Pakistan, they decided to break India in pieces.
PakAgenda P h

02 1Comment

o Like

Kulwinder sandhu

June 26, 20
#Pakistan's IS| is playing with the young minds of #Punjab and is
trying to brainwash them against the #indianGovl. They train
these naive youth to take part in their #Torrorist activities against
India. This is part of Pakistan's state policy. The world community
is well aware of this, but has failed to act effectively against
Pakistan. #PakiSIBusted #NahiChahiyeKhalistan
#NokK| 020 #PakBehindKhalistaniAgenda
#KhalistanlsPakAgenda

(O comment @ Share

’ Manjinder Singh

&) danvary 19 @

Indirectly in the name of #Khalistan , Pakistan's ISI want to occupy
the Punjab and entire India. In India too they are in mission mode

in producing kids! Beware of Pakistan. #PakistanBehindKhalistan

#KhalistanisPakAgenda

Q7 6 Shares
O Like O comment A Share

n Simran Kaur
July8 @
1am a Sikh and | am willing to die for Lahore, the city where we fly
the Khalistan flag. | will save my #Sikhgirls by converting them
back to Sikhism. This land belongs to us we will teach the
Islamists what the meaning of Rabb, taught to us by our Guru

Granth Sahib. KhalistanlsPakAg
Q7 4 Shares
o Like O comment A Share

Amarjot Kaur
Fobruary 4 - @

1 just wish these #Khalistanis could have gone the other side of
border and got our Nankana Sahib back, than infiltrating into the

ful farmers protest and making it a violent act. Why you do
this Pakistani Puppets, why? #KhalistanisPakAgenda
#PakistanBehindKhalistan

s 4 Shares

o Like O Comment & Share

Bhupinder Singh
July 25 at 7:39 AM - @
One hardly comes across any statement of Khalistani leaders
ing the ion and ikhs in
Pakistan and Afghanistan at the hands of terrorist groups and
Islamic extremists sponsored by Pakistan. #khalistanisPakAgenda
#PakistanBehindKhalistan

o Like O comment A Share
Harpreet Kaur
scember 23, 2020 - @
Do you know?

The groups who are the most active in spreading this false
ideology of Khalistan in the name of religion are similar to Islamic
tarrorist groups which mould the religion to suit their agendas. It
s these militant groups which are spreading the idea of armed

anrnuum .
April 4, 2020 @

Dear Pakistanis, any attempt to divide India is futile. Now it is just
impossible to create a separate state because new generations
have come. Don't waste your time, try to stop terrorism and
concentrate on development of your own country.

#K enda #P E

#PakistanBanegaKhalistan #NoKhalistan

26 1 Comment 14 Shares
o) Like O comment @ Share
Meet Singh
1uly 14 a1 12:26 P - @

istan’s ISI directly cannot target india so they misead the few
Sikhs and have opened shops for them in western countries.
#KhalistanisJustAnAgenda #KhalistanisPakAgenda

o) Like (O comment /> Share
Nayandeep Singh
July 2191 7.28 AM - @

Sikhs in India are one of the most respected and prosperous
community. Khalistan is just a failed attempt to lure them to
disturb the peace in India sponsored by Pakistan.

#PakistanBehindKhalistan #KhalistanisPakAgenda
o) Like (O Comment A Share
Hardial Singh
July 2

Simran Kaur

July9. @
Not all UK Sikhs are the same, many Khalistanis have
infiltrated into the Gurudwaras spread this poison. The british
state sponsored and supported this during the early years as
they were plotting against India in support of Pakistan,
#PakistanBehindKhalistan #KhalistanisPakAgenda

oY Like

O comment @ Share

Gunjan Kaur

December 10, 2020 @

According to me Khalistan include the whole area that was
controlled by Sikhs during modern Indian history. But now the
referendum 2020 demands for the separation of Punjab from
Indian territory, and that seems to be somewhat suspicious.
Because If their real aim is to develop Khalistan as separate
nation, they liberate both east and west Punjab after all the
Lahore was the capital of Maharaja Ranjit s-ngn 's empire.

2 Comments 6 Shares

@ Share

struggle & violence, #Khalist Terrorists #F halistan #Khalistants
K PakAs #Kh:hsmn'{ aLahore
Q0 s 2 Comments 1 Share
Y Like ) comment 7 Share o Like O comment
Tanvir Sandhu Jimmy Kaur
March 20,2020 - @ January 16 - @

Pakistan's treatment to its Sikh minority and it's gross neglect of
Sikh heritage (our historical Gurudwaras, Havelis related to
Ranjit Singh's durbar etc.) leaves no room for doubt that

Inter-Services Intelligence (IS1) Agency. #P:
#KhalistanisPakAgenda
o) Like

© comment & Share

“Gurmeet, 0 2017 on the they hate us, and actively work to harm us.
od pa #KhalistanisPakAgenda
said 8 senior potice oficial privy 1o the investigation. . © s 33 Shares
[ - BRI 9 Shares o Like © Comment & Share

Pakistanis are spreading Khalistani propaganda aimed trying to
restart the failed movement of separating Indian #Sikhs from their
motherland India. This all happening when Pakistan is funding
1slamic Radical elements to fight the Socialist government in
#Afghanistan, a similar movement is also funded in India to create
chaos in Indian #Punjab. #¥PakBehindKhalistan
#KhalistanisPakAgenda

Qs 7 Shares

) Uke O Comment @ Share

Meet Singh
July 218t 71490 - Q

The ISI would want the locals to speak up in favour of a separate
Punjab nation. Once there is local support for such a cause, it

makes the job of causing panic even more easier.

O
o Like

O comment /> Share

Simran Kaur
Aprit 9, 2020 - @

Pakistan is undoubtedly the biggest supporter of the Khalistan
movement. It shelters many Khalistani Terrorists. It even has the
birthplace of Gurunank in its territory, where thousands of Sikhs.
trom all over the world congregate. Yet it treats it's Sikh
community as second class cilzens, inflcting untold atrocities on

them. halistan

#KhalistanisPakAgenda sPakAgenda

[ - ¥ 17 Shares
oY Like (O comment @ Share
Ravneet Kaur
March 18, El

Pakistan had forced millions of Sikhs out of their homes in 1947.
That land can be returned to the Sikh landowners of pre-partition
Punjab, especially to the NRIs settled in Canada and the USA/UK
who are so sad about the loss of Khalsa Raj.
#KhalistanisPakAgenda #PakAgenda #PakistanBanegaKhalistan
#Khalistan\ViaLahore

O a2 11 Comments 2 Shares
o Like © Comment A Share
Gurpreet Singh

g Navember 11, 2019 - @

#Khalistan campaign is an #I5| strategy to destroy India’s stability.
Pakistan has always actively used the #Sik elements in #Punjan
and western countries to foment trouble within India and
encourage the demand 1or 4 separste #Khalistan.

#Khal

#KhalistanisPakAgenda

O 26 7 Shares
o Like O comment @ share
Ishwarpreet Singh
July 211713 AM - @

Khalistanis are merely prawns in the hands of international anti-

India coalition. #KhalistanisJustAnAgenda Agenda
o Like (D comment A Share
Sanpreet Kcuv
June 19, 2020

Pakistani intelligence agency #1S! is maliciously trying to deceive
#Sikh youth in the name of #Khalistan, and plans to utilise them to
destroy India, But you can't fool everybody for long. Sikh youth
are strong, and will give a befitting reply!! Beware Pakistan.
#KhalistanisPakAgenda #PakistaBehindKhalistan
#SikhsAgainstKhalistan

[+ ] 1Comment 8 Shares

o Like O comment @ Share
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Very similar messaging, with the use of cartoon memes, appeared on Twitter under the same hashtags by many of the same personas
identified in the network.

Sanpreet Kaur ’G\ Gunjan Kaur

Dear you think you are but in reality, you are
Just a stupid puppet of who
t

£" Al-l‘\'A
HALSTAN...

£ ‘ Ishpreet kaur

“= Jeevaniot Dhillon

puppet who get insulted by everyone. But In your case, its your -
choice to get insulted

Simranjoet Kaur

Sukhieen Kaur

@ChowkidaarVipu

Amarjot Kaur
) P

Sanpreet Kaur

° \ Prabhjot Juneja
Proet kaur
Do you know? The feq § \ Prabhiot Juneia
Punjabi Sikhs and previous Indian governments. But Pakistan was not is only loyal to
ready for it for a long time. Pakistan is now doing it to support
not for the Sikhs. Beware of Pakistan

Preet kaur
always stood for y never supported any
separatism. We real Sikhs do no any

Jesvanjot Dhillon

REAL SIKHS DON'T WANT
y"’ KHALISTAN

a Kaur
u have to say anything now?

TO I ~ MANIPULATING SKHS IS NO
WLFS,S THANA WAR.

I'll get you Khalistan
by hook or by crook
= 775

Mahi Kaur
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One fake account (@SimranK60419840) appears to have a significant reach in many of its posts
about western countries harbouring the Khalistan movement. In one tweet there were
interactions of more than 16,000 likes, while many other tweets about the issue also appear to
have significant impact and spread.

Simran Kaur @ 04 . 0

Dear Khalistanis, good that finally you found your proper Khalistan in UK
and Canada. So, go for it and don't dare to look at our India. We are
proud Indian Sikhs and we won't tolerate your presence in India.

KHALISTAN

Simran Kaur ( ar

As a Sikh | hate Khalistan and Khalistanis are the most llliterate people on
earth. They love those people who killed our Gurus and thousands of
people. They don't have any mind and they are the most duffer people.
They live in Canada, USA, UK, they speak English, eat their food

Simran Kaur @Sim 0419840 - 0, 2020

| am a Punjabi and | can tell you nobody discusses this imaginary
Khalistan thing in Punjab. People who are in Canada, Uk and other
countries are debating to make Khalistan in Punjab but people of Punjab
don't want it. So this Khalistan thing is never gonna happen. The
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While there appears to be significant links and complementarities between the fake network’s
messaging concerning the Khalistani issue, foreign interference and the farmers’ protests, many
of the accounts have also posted content highly supportive of the Indian Government,
specifically the Indian Defence Force, and praising of past battles and officers. One of the
common topics of praise for the army was about the Kargil War in 1999 where India regained
possession of an area from Pakistan through armed conflict.

™) Sanpreet Kaur ¢ an Kaur Retw
! ¥ In the Kargil war, we fought on many fronts. The USA didn't allow us to ADG PI - INDIAN ARMY &
use GPS during the war. | salute every brave soldier who fought for

¢ Retiring Officers Seminar
Mother India and gave us victory.

General MM Naravane commended retiring officers for their
selfless service to the Nation & bid them adieu. These officers will
@SAbhigyanam superannuate on 31 Jul 2021 & continue to play a stellar role in Nation
building.

Mahi Kaur .- ¢ Randheer Singh
"‘ Let us salute to all our soldiers who are brave and protect us all 't/ Paying my tributes to our soldiers who made the ultimate sacrifice at
> throughout the day and night. ¥ The had defeated Kargil A,. Always in your debt. &%
the Pakistan army in Kargil in July 1999. Since then this day (July 26) is
being celebrated as 'Kargil Vijay Diwas'.

Victory Day ogB"

O T il BHLe e oo & Gl

Kaur Retweet weet
ADG PI - INDIAN ARMY @ lﬂ Sukhiess laur 3
&~ Chief Minister Singh paid homage to the martyrs of the
General MM Naravane and All Ranks of the convey Kargil war, with a call to youth to join the armed forces to serve the nation.
best wishes to All Ranks of Central Reserve Police Force on the On the 22nd anniversary of Kargil War, Chief Minister laid a wreath at the
occasion of their Raising Day. War Memorial at the Bougainvillea Garden, Chandigarh

39



Centre for
Information
Resilience

Update: Actions by social media platforms

Prior to publication this report was shared with teams from Twitter and Meta that specialise in
threat intelligence and influence operations.

The platforms identified in this report where the fake network was visible have policies
governing their use, specifically around platform manipulation and spam (as seen on Twitter)
and inauthentic behaviour (as seen on Meta).

After reviewing the findings of this report, the accounts identified and analysed in this research

have subsequently been suspended for violations of policies prohibiting platform manipulation
and inauthentic behaviour.
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About the Centre for Information Resilience

The Centre for Information Resilience (CIR) is an independent, non-profit social enterprise
dedicated to identifying, countering and exposing influence operations.

The CIR, supported by an advisory board of experts, works to raise awareness among
policymakers, journalists and the public of the risks posed by influence operations by hostile
actors, including malign states and “domestic disinformers”. Once identified, the CIR works with
a global network of partners to counter these threats to democracy.

The CIR fulfils its mission through three strands - research and programmes, the Global
Investigations Unit and our Resilience Network. We are a collaborative initiative; we work with
partners including civil society, the media, grassroots organisations, academia and democratic

governments to coordinate activities.

We believe the scale of the problem demands an ambitious, collective response.
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